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Transport protocol Services 
 
TCP service: 
 
 connection-oriented: setup required between client and 

server processes 
 reliable transport between sending and receiving process 
 flow control: sender won’t overwhelm receiver  
 congestion control: throttle sender when network 

overloaded 
 does not provide timing or minimum bandwidth 

guarantees 
 
UDP service: 
 
 unreliable data transfer between sending and receiving 

process 
 does not provide: connection setup, reliability, flow 

control, congestion control, timing, or bandwidth 
guarantee  

 
Q: why bother?  Why is there a UDP? 
 

 
 

HTTP: HyperText Transfer Protocol 
 
 Web page consists of objects 
 Object can be HTML file, JPEG image, Java applet, etc 
 Web page consists of base HTML-file which includes 

several referenced objects 
 Each object is addressable by a URL 
 Example URL: 

https://www.rishiheerasing.net/bcns1207/syl.html 
               <------ hostname --------> <------ path --------> 

 
HTTP overview 
 
HTTP: HyperText Transfer Protocol 
 Web’s application layer protocol 
 client/server model 
 client: browser that requests, receives, “displays” 

web objects 
 server: sends objects in response to requests 

 HTTP 1.0: RFC 1945  (est. 1996) 
 HTTP 1.1: RFC 2068  (est. 1997) 
 HTTP /2: RFC 7540   (est. 2015) 
 HTTP /3: RFC 9114   (est. 2022) 

HTTP Uses TCP: 
 
 client initiates TCP connection (creates socket) to server, 

port 80 
 server accepts TCP connection from client 
 HTTP messages (application-layer protocol messages) 

exchanged between browser (HTTP client) and Web 
server (HTTP server) 

 TCP connection closed 
 
HTTP is “stateless” i.e. server maintains no information about 
past client requests 

 
 
HTTP Connections 
 

1. Non-persistent HTTP: (obsolete nowadays) 
❖ Only one object is sent over a single TCP connection. 
❖ HTTP/1.0 uses non-persistent HTTP. 

 
Suppose a user enters the following URL: 
http://www.aplace.com/index.html and that this homepage 
contains some text and references to 6 gif images in total. 
 

The following interactions will take place: 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

1.a HTTP client initiates TCP 
connection to HTTP server 
(process) at www.aplace.com on 
port 80 
 1.b HTTP server at host 

www.aplace.com waiting for 
TCP connection at port 80 
“accepts” connection, notifying 
client. 2. HTTP client sends HTTP 

request message (containing 
URL) into TCP connection 
socket. Message indicates that 
client wants object index.html 3. HTTP server receives request 

message, forms response 
message containing requested 
object, and sends message into 
its socket then closes the TCP 
connection. 

4. HTTP client receives 
response message 
containing html file, displays 
html.  Parsing html file, 
finds 6 referenced gif 
objects. 
 

5. Steps 1-4 repeated for each 
the 6 referenced gif objects. 
 

Time 
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No sequence or acknowledgment fields

UDP Segment Format

Source port (16) Destination port (16)

Length (16)

Data (if any)

1Bit 0 Bit 15 Bit 16 Bit 31

Checksum (16)

8
Bytes

© 1999, Cisco Systems, Inc. www.cisco.com ICND—8-14

Internet Layer Overview

OSI network layer corresponds to the 
TCP/IP internet layer

Internet Protocol (IP)

Internet Control Message
Protocol (ICMP)

Address Resolution
Protocol (ARP)

Reverse Address
Resolution Protocol (RARP)

Application

Transport

Internet

Data Link

Physical
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IP Datagram

Version
(4)

Destination IP Address (32)

Options (0 or 32 if any)

Data (varies if any)

1Bit 0 Bit 15 Bit 16 Bit 31
Header

Length (4)
Priority  & Type
 of Service (8) Total Length (16)

Identification (16)
Flags

(3) Fragment offset (13)

Time to live (8) Protocol (8) Header checksum (16)

Source IP Address (32)

20
Bytes
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Determines destination upper-layer protocol 

Protocol Field

Transport
Layer

Internet
Layer

TCP UDP

Protocol
Numbers

IP

176
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Internet Control Message 
Protocol

Application

Transport

Internet

Data Link

Physical

Destination 
Unreachable

Echo (Ping)

Other

ICMP
1
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Address Resolution Protocol

Map IP              Ethernet
Local ARP

172.16.3.1

IP: 172.16.3.2 
Ethernet: 0800.0020.1111 

172.16.3.2

IP: 172.16.3.2 = ???

I heard that broadcast. 
The message is for me. 
Here is my Ethernet 
address.

I need the Ethernet 
address of 
176.16.3.2.
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Reverse ARP

Map Ethernet         IP

Ethernet: 0800.0020.1111
IP: 172.16.3.25

Ethernet: 0800.0020.1111 IP = ???

What is my 
IP 
address?

I heard that 
broadcast. 
Your IP 
address is 
172.16.3.25.
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• Unique addressing allows communication 
between end stations

• Path choice is based on location
Location is represented by an address

Introduction to TCP/IP Addresses

172.18.0.2

172.18.0.1

172.17.0.2172.17.0.1

172.16.0.2

172.16.0.1

SADAHDR DATA
10.13.0.0 192.168.1.0

10.13.0.1 192.168.1.1
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IP Addressing

 255 255  255  255

Dotted
Decimal

Maximum

Network Host

12
8 64 32 16 8 4 2 1

 11111111  11111111  11111111  11111111

 10101100  00010000  01111010  11001100

Binary

32 bits

 172  16  122  204Example
Decimal
Example
Binary

1 8 9 16 17 24 25 32

12
8 64 32 16 8 4 2 1

12
8 64 32 16 8 4 2 1

12
8 64 32 16 8 4 2 1
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Class A:  

Class B:  

Class C:   

Class D:       Multicast    

Class E:       Research

IP Address Classes

Network Host Host Host

Network Network Host Host

Network Network Network Host

8 bits 8 bits 8 bits 8 bits
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IP Address Classes

1

Class A:
Bits:

0NNNNNNN Host Host Host
8 9 16 17 24 25 32

Range (1-126)
1

Class B:
Bits:

10NNNNNN Network Host Host
8 9 16 17 24 25 32

Range (128-191)
1

Class C:
Bits:

110NNNNN Network Network Host

8 9 16 17 24 25 32

Range (192-223)
1

Class D:
Bits:

1110MMMM Multicast Group Multicast Group Multicast Group

8 9 16 17 24 25 32

Range (224-239)
© 1999, Cisco Systems, Inc. www.cisco.com ICND—8-24

Host Addresses

172.16.2.1

172.16.3.10

172.16.12.12

10.1.1.1

10.250.8.11

10.180.30.118

E1

172.16 12 12
Network Host

. . Network Interface

172.16.0.0

10.0.0.0

E0

E1

Routing Table

172.16.2.1

10.6.24.2

E0
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