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Module Contents: 

 

• Survey of the current technologies applicable to the development of corporate LAN, 

LAN to LAN connection, LAN interconnection via WAN and WLAN. 

• Analysis, Design and Simulation of corporate networks through case-studies. 

• Managing network performance and security. 

• Fault and configuration management. 

 

 

 

Learning Outcomes: 

 

• Understand the fundamental requirements, concepts and issues involved in 

enterprise or backbone networks. 

• Understand the need for proper network planning and how to implement same. 

• Understand the necessary steps involved in efficient network design. 

• Understand the different metrics and concepts in network performance. 

• Understand how to effect fault and configuration management. 

• Understand the value of network cost management. 

• Understand the need for logical security and how these are implemented. 

• Understand the various LAN and WAN technologies available. 
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Wk Dates Topics Covered 

1 
30/04/25 

Online 
Network Performance: Latency, Throughput, Reliability, Availability. 

2 
07/05/25 
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Introduction: Elements of enterprise networks: justifications, goals and 

benefits. Interoperability issues 

3 
14/05/25 

Online 

Network Design: Traditional vs. Building Block Approach, Needs Analysis, 

Technology Design and Cost Assessment 

4 
21/05/25 

F2F 

Network Management: Configuration & Cost Management, End-user 

Support, Network Management Tools: Hardware & Software Requirements. 

5 
28/05/25 

Online 
Switching: Transparent Bridging, Spanning Tree Protocol 

6 
04/06/25 

F2F 
Redundancy:  Backup, UPS, RAID 

7 
11/06/25 

Online 

Network Management (cont.): Simple Network Management Protocol 

(SNMPv1), ASN1.0, Basic Encoding Rules, OSI Identifier Tree 

8 
18/06/25 

F2F 

Network Security: Firewalling, DMZ, Subnetting, Application and Protocol 

Gateways. Network Monitoring Software, Computer malware 

9 
25/06/25 

Online 
LAN Technologies: Ethernet, WLAN (IEEE 802.11x), Bluetooth 

10 
02/07/25 

F2F 
WAN Technologies: xDSL, Frame Relay, ATM, MPLS, WiMAX, 4G, 5G, VSAT 

11 
09/07/25 

Online 
Packet Tracer Labs 

12 
16/07/25 

F2F 
Packet Tracer Labs 

13 
23/07/25 

Online 
Buffer 

14 
30/07/25 

F2F 
Open-Book Class Test (20%) + Submission of Network Design Assignment 

15 
06/08/25 

Online 
Class Test Post Mortem 
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Introduction to Enterprise Networking

Definition:  An enterprise network is one in which the network spans multiple sites, includes multiple 
computing platforms, and interconnects multiple protocols.

Two main goals of an enterprise network:
 Maximise the interoperability capabilities of an enterprise’s network users.
 Minimise the expense of the network infrastructure.

An enterprise may be a hospital, a government agency or an international bank.

Motivations

1. Multi-site:  Not  so  long  ago,  all networks  were  multi-site  networks,  more  or  less  by
definition.  The  idea  of  a  Local  Area  Network  (LAN)  did  not  exist,  except  in  a  few
laboratories or research environments. Organizations had few computers, and those were
usually  isolated  in  big  “glasshouse”  computer  rooms  with  heat  &  air  circulation
requirements. There was no need to “network” three mainframe computers in the same
room.  One  simply  carried  the  data  in  the  form of  computer  tapes  from machine  to
machine. A network then implied what came to be called a WAN (Wide Area Network),
to distinguish them from the newer single site networks of the 1980s: the LAN.

2. Multi-platform: Should be distinguished for multi-vendors. Multi-platform refers to the
kind of computing device and not necessarily who manufactures and distributes it. For
example many vendors (for example, DEC, HP, and others) manufacture mini-computers,
PCs,  and  “in-between”-sized  computers  loosely  known  as  “servers”.  IBM  also
manufactures  these  devices  along  with  mainframes.  An  organization  may  have  a
mainframe,  mini-computer,  and  several  kind  of  “PCs”  and  still  be  considered  single-
vendor because these platforms have different operating systems,  application packages,
and internal data formats. In fact, even organizations with nothing more powerful than
desktop clients and dedicated servers on LANs may have UNIX-based workstations, disk
operating system (DOS)-based PCs, and System 7 Macintoshes, sometimes even on the
same LAN.

3. Multi-protocol:  There  is  a  need  to  link  together  multiple  network  protocols  into  a
coherent  whole.  Today,  there  are  “open”  (in  other  words,  non-proprietary)  network
protocols  that do a more or less adequate job of networking computing products from
different  vendors  together.  Some  even  do  an  outstanding  job  at  a  fraction  of  the
proprietary protocol’s cost. Even if an organization were to try to build a large multi-site,
multi-platform network using only one,  open,  standard protocol,  the organization will
quickly realise that the effort would be futile. There is simply no current, mature, fully-
defined protocol capable of running over both WAN and LAN with equal ease. TCP/IP
and ATM do come close.

These  three ingredients  –  multi-site,  multi-platform,  and  multi-protocol -  uniquely  define  the
enterprise network. A common variation is “enterprise-wide network”, but this merely indicates the
same thing with more letters. 
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Reasons for Enterprise Networks

 Sharing information
 Sharing expensive resources
 Reducing network costs
 Reducing MIS costs
 Giving companies freedom of location
 Enabling networking between companies

The Client/Server Model of computing and Enterprise Networking

The relationship of the C/S model of computing and Enterprise Network is easy to understand. The
clients attach to servers over networks. Without an enterprise network, there would be different kind
of networks – potentially one for each platform and protocol. The enterprise network is necessary to
enable  every client  to  access  every  server  in  the organization.  The C/S concept  is  so  important  to
enterprise networks that the key points are listed below:

 Clients are PCs with workers
 Servers are PCs with administrators
 Clients and servers are connected by networks
 Any client should be able to connect to any server
 Enterprise networks allow this to happen

The Interoperability and Administration Problem

The idea of interoperability is an important one, not only in enterprise networks, but in all networks.
Interoperability involves more than a concept of internetworking, as important as it is. Internetworking
is the capability of separate networks to send data back and forth to each other. Internetworking has no
conception of the utility of the data exchanged. That is the bits representing a data file may not be
correctly interpreted on the destination computer after going through a WAN. This is the job of some
task doing an interoperability function between the source and destination.
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Network Administration

Basic groups and functions in Network Administration

The structure above shows one common way of dividing the Network Administration tasks in large
organizations. Smaller organizations will have other structures. One common variation is to have an
Implementation Group under the Planning Group umbrella. The most important point is that all the
functions – from Performance Management to Acquisition – must be done by someone, somewhere,
sometime, somehow, if the network is to be useful to its users.

The Benefits of Enterprise Networks

The benefits are closely related to the reasons for building enterprise networks mentioned earlier.
The  enormous  benefits  of  allowing  all  employees  to  share  critical  information  and  expensive
resources have a direct impact on an organization. Less replication of both the information and the
resource is needed to allow these assets to be used more effectively. 

The cost reductions involved with consolidating expensive network links used in building entirely
separate networks is also a real benefit. The elimination of support for every possible platform and
protocol  in  favour  of  a  supported  set  of  enterprise-wide  platforms and protocols  is  a  less  direct
benefit. The potential of allowing inter-enterprise communication between companies and customers
can benefit an organization in terms of efficiency and customer satisfaction.

The  strategic  advantages  of  quicker  market  response,  reduced inventories  (due to  a  more timely
Management Information),  and the allowance of a large company to react and behave similar to a
much smaller and agile, aggressive company, are just as real, but harder to quantify and measure.
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Requirements Analysis

Requirement Analysis involves defining the problems on the existing networks in an organization –
this, in turn automatically determines the goals of the enterprise network. The Requirement Analysis
evaluates  the  business  value  of  the  technology.  Defining  the  goals  (hence  the  benefits)  of  the
enterprise  network  helps  to  design  the  network.  The  Requirement  Analysis  should  pinpoint  and
prioritize the business problems that need improvement. Focusing on the requirements will prevent a
company from wasting resources on unnecessary features.
Once a clear set of goals have been defined, it is easier to outline the benefits and justify the cost of the
enterprise  network.  The  Requirement  Analysis  document  should  become  the  basis  for  the  RFP
(Request for Proposal) put out for competitive bid or used internally by the network designers to plan
the enterprise network.
The Requirement Analysis phase has generally been skipped by organizations building departmental
LANs. It is common to build LAN by buying shrink-wrapped NOS (Netware, Windows Server, etc…)
The hardware, both clients and servers, is frequently purchased mail-order from a company catalogue.
Sometimes,  the administrator  may hire a part-time consultant  to implement the LAN.  Either way,
there is no time or energy spent in a Requirement Analysis.  This approach usually works fine for
departmental  LANs.  Even if  the  resulting  network  is  not  exactly  what  the  users wanted,  there  is
usually little impact on the organization’s  bottom line.  The effects of  a bad departmental  LAN are
localized. The whole corporation is not affected. The expense involved is relatively minor, compared
to the corporation’s total computing budget.

Requirement Analysis Benefits

 Defines the current network(s) problems
 Define the enterprise network goals
 Enables construction of a cost-effective network
 Allows establishment of priorities
 Justifies costs to upper management
 Allows writing of better contracts
 Defines criteria for project completion and success

Business Models

The enterprise network should be an asset to the organization, not a political football to be passed
around as one group seeks to outdo another in the corporate environment. The network is there for
business functions. The enterprise network must fit the business structure of the organization and
vice-versa. For the enterprise network to solve business problem effectively, a business model should
be constructed from which the technology and physical components of the enterprise network flow as
a matter of course.

Another common name today for the business model is “workflow analysis”. The business model
need not mention computers or networks. Rather, the business model concentrates on exactly how
work gets done in the organization. The business model is a written description of how business is
performed.  The goal  is  to gain a general  understanding of  a  corporation’s  business practices.  The
business model should describe in detail how work flows through the departments, which personnel
perform  each  task,  and  identify  any  dependencies  between  the  various  work  groupings  and
departments.  The  steps  that  should  be  taken  to  perform  the  workflow  analysis  to  construct  the
business model are well understood and commonly followed.
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Business Model / Workflow Analysis 

 Designate a team of managers, users, and network personnel
 Name a project leader
 Interview personnel in each department, including end-users
 Determine business flows between departments
 Determine the dependencies between departments
 Determine the bottlenecks of the present system

1. Designate a project team of managers, users, and network personnel
The key is the inclusion of the users. Many corporations are reluctant to pull workers from
their assigned tasks to have them participate in projects of this kind, but this is exactly the
point. The users who know the work flow, and, more importantly, the business problems have
many more insights than manager or other personnel Because the enterprise network must
ultimately serve the users’ and workers’ needs, it is critical to ensure their participation.

2. Name a project leader
Not all technically proficient personnel are adequate leaders. The leader should be a senior
member of the organizations who is familiar with all aspects of the business and is respected
by both subordinates and peers. It would be a further advantage for the leader to be popular,
but many effective leaders are not, however, particularly well liked by their colleagues.

3. Interview personnel in each department including end-users
The  goal  is  to  determine  each  employee’s  function  and  the  effectiveness  of  any  existing
computer systems and networks. Here the inclusion of end-users on the project team is also
essential.  End-users typically become very close-mouth and reluctant to point out business
problems to managers and supervisors. They are much more candid with peers, however, and
will talk freely about their role in the department and any problems encountered.

4. Determine business flows between departments.
Because the enterprise network must span the entire corporation, it is essential to determine
exactly  which departments  interact  most  frequently  with  other  departments  and for  what
purposes. The flow of information also should be traced. Again, it is not necessary to record
exact  network  capabilities  employed  –  the  emphasis  is  on  the  business  needs  not  the
technology.

5. Determine the dependencies between the departments.
The  workflow  document  must  identify  the  critical  path  of  work  through  the  entire
organization.  Orders may need to  be  processed and filled  in an exact  order,  with  specific
permissions, for instance.

6. Determine the bottlenecks of the present system.
This should be the outcome of the business model.  The preceding steps will  identify some
components of the business as slower as and less efficient than others. Some departments may
need more timely information, more raw information or access to remote information to work
more effectively. Many interoperability requirements are identified by this step.
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Technology Models

The business model should identify many procedures to be streamlined or changed. The next step in
the entire requirements analysis is to construct a technology model. The technology model should
describe in very broad terms just how an enterprise network could be used to achieve the business
model. However, before constructing the technology model, three steps are necessary. The first is to
take an inventory of any existing end-user and networking equipment. Second, the actual network
requirements must be determined. Finally, the present state of network technology and possible near-
term changes in available technology should be factored into the plan.

A  complete  and  accurate  inventory  of  existing  equipment  must  be  made.  In  each  location  and
department, a complete list of hardware, applications, and protocols used must be compiled.

After  the  inventory  has  been  compiled,  the  network  requirements  must  be  determined.  General
network requirements issues are:

 Connectivity
 Existing hardware and software
 Volume of data to be transferred
 Response Time and Availability and Reliability
 Projected Growth

Once the network requirements have been set, the final step of building the network technology itself
is ready to be taken. Traditionally, the network designers take the network requirements and build
the technology model. This is the network designer main function and job.
Once it has been determined that the technology model and the network design is sound, a physical
model of the network can be built. Usually, the language of the technology model is general (“a fast
packet network”) whilst that of the physical model is specific (“Frame Relay”).
The output of  the physical  model  phase is a  document describing the exact  network components
needed, and their locations. This document forms the basis for a RFP (Request for Proposal) that will
be given to interesting vendors and implementers.

All complete RFPs should usually include the following:

 Introduction
 Proposal Requirements and Specifications
 Installation, Maintenance and Support
 Training and Criteria

When the winning bidder has been notified that their response to the RFP has been accepted, the final
step in the process of preparing to build an enterprise network is to issue a contract. The contract is
normally known as the Statement of Work (SOW) for the network project. The easiest way to generate
a SOW for the project is to take the RFP and turn the major sections into requirements. There are
three sections that must be added to the contract, however.

 Payment Schedule.
 Indemnification.
 Changes and Modifications
 Completion criteria.
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Slide Set 7 2

Wireless LANs

The Big Thing in local area networking today

Gives mobility to users within the corporate 
premises

Not a competitor yet for wired Ethernet LAN but 
wireless speed increasing everyday; mostly used to 
extend the wired LAN’s resources
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Wireless vs Wired: Pros and Cons

Parameter Wireless Wired

Security Less Secure More Secure

Data Rate Slower (300 Mbps) Faster (10 Gbps)

Setup and Deployment Cost Cheaper More Expensive

Connection Reliability Less Reliable More Reliable

Mobility Higher Much Lower

Deployment Speed Faster Slower

Range and Coverage Smaller* Larger
Robustness Better Weaker

Flexibility to change Higher Lower
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802.11x Wireless Access Point and Wireless LAN Adapters 
(PCMCIA, PCI & USB) 

PCI: used in Desktop PCs

A 802.11g Access 
Point with two 
antennas

USB: Most popular and portable. 
Works with any device with USB 
ports

PCMCIA: used in 
old laptops with no built-in WLAN Adapter
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Some Terminologies

An Access Point (AP) or wireless Access Point is usually a 
device that only allows wireless clients (stations) to 
connect to it. Examples of wireless clients (smartphone, 
laptops, PDAs, tablets, Smart TVs, etc...)

A wireless router is an AP which also contains a number 
wired ethernet ports that allows wired clients to connect 
to it. Basically, it is an AP+network switch.

A wireless gateway is usually a wireless router which 
integrates a modem to provide Internet access as well. 
Basically, it is an AP+Switch+Modem (This is the one 
most of us have at home (Residential Gateway).

A Hotspot is usually the same thing as a wireless gateway.
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Wireless Propagation Problems

1.
Attenuation: signal gets
weaker with distance

3.
Shadow

Zone
(Dead Spot)

2.
Electromagnetic

Interference
(EMI) from

Other stations,
Microwave ovens, etc.

Reflected Signal

Laptop
Direct Signal

4. Multipath
Interference

Direct and reflected signals may cancel out

Blocking
Object

Master Page 46 of 92



Slide Set 7 7

Wireless Propagation Problems

Some problems are Frequency-Dependent

Higher-frequency signals attenuate faster

Absorbed more rapidly by moisture in the air

Higher-frequency signals blocked more by obstacles

At lower frequencies, signal refract (bend) around 
obstacles like an ocean wave hitting a buoy

At higher frequencies, signals do not refract; leave a 
complete shadow behind obstacles
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Typical 802.11 Wireless LAN Operation 
with Access Points

Server

Ethernet
Switch

Laptop
Access
Point A

Large Wired Ethernet LAN

802.3 Frames

Client PC

UTP Radio
Transmission

802.11x Frame802.3 Frame

Access point bridges the 
networks (translates between 
the 802.11x wireless frame and 
the Ethernet 802.3 frame used 
within the LAN)

Router

Internet
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Architecture of an wireless network

Station (STA)
terminal with access mechanisms to 
the wireless medium and radio contact 
to the access point

Basic Service Set (BSS)
group of stations using the same radio 
frequency

Access Point (AP)
integrated into the wireless LAN and 
the distribution system

Portal
bridge to other (wired) networks

Distribution System
interconnection network to form one 
logical network (EES: Extended Service 
Set) based on several BSS

Distribution System

Portal

802.x LAN

Access
Point

802.11 LAN

BSS2

802.11 LAN

BSS1

Access
Point

STA1

STA2 STA3

ESS
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Typical AP modes of Operation

1. Infrastructure (Local/Managed) Mode

2. Client (Relay/Repeater) Mode ***

3. Sniffer (Monitor) Mode ***

4. Rogue Detector Mode ***

5. Bridge (Mesh) Mode ***

***(not available on all AP models)
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1. Infrastructure (Local/Managed) Mode 

The tablet, smartphone and laptop all connect wirelessly to 
the AP.
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2. Client (Relay/Repeater) Mode 

In this scenario, AP1 has internet connection, but the three 
stations are not in range to connect to it. AP2 is configured as 
client mode and connects to AP1 to allow the stations 
connected to the former to get internet access.
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3. Sniffer (Monitor) Mode 

In sniffer or monitor mode, the AP does not broadcast any SSID
hence no wireless clients can connect to it but it can still
receive wireless frames from stations. A laptop can connect
remotely to the AP and perform sniffing with the appropriate
software e.g. Wireshark

Slide Set 7 14

4. Rogue Detector Mode 

In this mode, the AP is used to detect rogue devices. This 
detection is perform by inspecting the MAC address.
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5. Bridge (Mesh) Mode 

In Bridge mode, the two APs effectively establishes a point-to-
point connection between themselves bridging 2 wireless LAN 
segments. If more than 2 APs are present, they can then 
establish point-to-multipoint connections effectively creating a 
mesh. 
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Ad-Hoc or P2P Mode

In this mode, the stations connect to each other without the 
need of an access point (AP)
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802.11 Wireless LAN Standards

24 NOC in 20 MHz channels

24 NOC in 20 MHz channels
12 NOC in 40 MHz channels
24 NOC in 20 MHz channels
12 NOC in 40 MHz channels
6 NOC in 80 MHz channels
2 NOC in 160 MHz channels
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802.11x Security

Automated Drive-By Hacking (War Driving)
Can read traffic from outside the corporate walls

Can also send malicious traffic into the network

This was possible as the first generation of APs did not 
have any security by default.
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802.11 Security, Continued

Wired Equivalent Privacy (WEP)

Initial flawed security method developed by the 802.11 Working Group 
for 802.11 devices in 1997.

All stations share the same encryption key with the access point. This 
key cannot be changed as it was a static key

Shared static keys means that a large volume of traffic is encrypted with 
the same key

With so much traffic generated with one unchanging key, cryptanalysts 
(code-breakers) can crack the key by collecting data for a few days

Once the key is cracked, the attacker can read all messages and send 
attack messages into the network without going through a firewall filter
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802.11 Security, Continued

Wired Equivalent Privacy (WEP)

Software that automates the hacking process is widely 
available e.g. AirSnort

Locate vulnerable access points by driving around 
(war driving)

Collect traffic and crack the key

No longer recommended to use WEP nowadays
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802.11 Security, Continued

Because of the security issues around WEP, the Wi-Fi Alliance
developed Wi-Fi Protected Access (WPA) in 2003. Shortly
afterward in 2004, they released WPA2 and in 2018 they released
WPA3.
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802.11 Security, Continued

Wireless Protected Access (WPA)

Stopgap security method introduced before full 
802.11i security could be developed

It was often possible to upgrade older WEP products 
to WPA because the underlying hardware was the 
same as WEP.

It uses Temporal Key Integrity Protocol (TKIP). It 
addressed the two flaws present in WEP by using MIC 
instead of CRC-32 and increasing the IV of RC4 from 
40 bits to 48 bits.
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802.11 Security, Continued

Wireless Protected Access 2 and 3

In WPA2, encryption and integrity check are 
performed within single logical block – CCM and both 
are based on AES.

In WPA3, both encryption and data integrity are 
enhanced even further from WPA2. The only 
downside is that more processing power is required. 
Not many wireless devices support WPA3 yet.
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802.11 Security, Continued

Ways to strengthen your Wireless LAN

Do not use WEP. Use WPA, WPA2 or WPA3 
instead.

Enforce MAC address Association (i.e only allowed 
wireless adapters can join your wireless network)

Disable SSID broadcast once all permitted stations 
have been allowed to join the wireless network.

Enable Access Point firewall features to mitigate 
potential attacks.
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• 2 2

• 3 Packet Tracer 2

You are advised to download and install the latest version of Packet Tracer from Cisco 
Academy website. You need to register and I will advise that you follow the tutorial to familiarize 
yourself with the software. Registration is free.
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Object Identifier Tree

ASN.1 Universal Tag Type 

 Tag Value Type

1 Boolean
2 Integer
3 Bit String
4 Octet String
5 Null
6 Object Identifier
9 Real
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IPv4 (RFC 791) Datagram format

TCP (RFC 793) Segment format

Ethernet II frame format
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ASCII Character Set 

High Order Bits 
0000 0001 0010 0011 0100 0101 0110 0111 Low 

Order 
Bits 

0 1 2 3 4 5 6 7 

0000 0 NUL DLE Space 0 @ P ` p 

0001 1 SOH DC1 ! 1 A Q a q 
0010 2 STX DC2 “ 2 B R b r 

0011 3 ETX DC3 # 3 C S c s 
0100 4 EOT DC4 $ 4 D T d t 

0101 5 ENQ NAK % 5 E U e u 
0110 6 ACK SYN & 6 F V f v 

0111 7 BEL ETB ‘ 7 G W g w 
1000 8 BS CAN ( 8 H X h x 
1001 9 HT EM ) 9 I Y i y 

1010 A LF SUB * : J Z j z 
1011 B VT ESC + ; K [ k { 

1100 C FF FS , < L \ l | 
1101 D CR GS - = M ] m } 

1110 E SO RS . > N ^ n ~ 
1111 F SI US / ? O _ o DEL
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