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Module Contents: 

 

• Survey of the current technologies applicable to the development of corporate LAN, 

LAN to LAN connection, LAN interconnection via WAN and WLAN. 

• Analysis, Design and Simulation of corporate networks through case-studies. 

• Managing network performance and security. 

• Fault and configuration management. 

 

 

 

Learning Outcomes: 

 

• Understand the fundamental requirements, concepts and issues involved in enterprise 

or backbone networks. 

• Understand the need for proper network planning and how to implement same. 

• Understand the necessary steps involved in efficient network design. 

• Understand the different metrics and concepts in network performance. 

• Understand how to effect fault and configuration management. 

• Understand the value of network cost management. 

• Understand the need for logical security and how these are implemented. 

• Understand the various LAN and WAN technologies available. 
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Tentative Module Schedule (F2F on ODD weeks and ONLINE on EVEN weeks) 

 

Wk Dates Topics Covered 

1 
15/10/26 

F2F 
Network Performance: Latency, Throughput, Reliability, Availability, Bing Tool 

2 
22/10/26 

Online 

Introduction: Elements of enterprise networks: justifications, goals and 

benefits. Interoperability issues 

3 
29/10/26 

Online 

Network Design: Traditional vs. Building Block Approach, Needs Analysis, 

Technology Design and Cost Assessment 

4 
05/11/26 

Online 

Network Management: Configuration & Cost Management, End-user 

Support, Network Management Tools: Hardware & Software Requirements. 

5 
12/11/26 

F2F 
Switching: Transparent Bridging, Spanning Tree Protocol 

6 
19/11/26 

F2F 
Redundancy:  Backup, UPS, RAID 

7 
26/11/26 

F2F 

Network Management (Cont.): Simple Network Management Protocol 

(SNMPv1), ASN1.0, Basic Encoding Rules, OSI Identifier Tree 

8 
03/12/26 

Online 

Network Security: Firewalling, DMZ, Subnetting, Application and Protocol 

Gateways. Network Monitoring Software, Computer malware 

9 
10/12/26 

Online 
LAN Technologies: Ethernet, WLAN (IEEE 802.11x), Bluetooth 

10 
17/12/26 

Online 
WAN Technologies: xDSL, Frame Relay, ATM, MPLS, WiMAX, 4G, 5G, VSAT 

EOY BREAK 

11 
14/01/27* 

Online 
Packet Tracer Labs 

12 
21/01/27* 

Online 
Packet Tracer Labs 

13 
28/01/27* 

F2F 
Revision 

14 
04/02/27* 

F2F 
Open-Book Class Test (20%) 

15 
11/02/27* 

Online 
Class Test Post Mortem 

 
Note: *Resumption dates after EOY break are tentative and subject to change.   



 

 

Reading List 

 

 Recommended Textbooks (as per availability in the UTM Resource Centre): 

 

◦ Panko R. (2005) Business Data Networks & Telecommunications, 5th Ed., (D4.6PAN) 

◦ Fitzgerald & Dennis (2012) Business Data Communications & Networking, 11th Ed.* 

◦ Stallings W (2004) Business Data Communications, 4th Ed., Prentice-Hall Inc. (D4.6STA) 

◦ Hallsall F. (2001) Data Communications, Computer Networks, and OSI, 4th Ed., Addison-Wesley. 

(D4.6HAL) 

 

           * E-book available at http://www.rishiheerasing.net/modules/bcns3105/readings.html 

 

 

 Other Reading Materials: Papers/Articles/Websites: 

 

• Companion site for Computer Networking: A Top-Down Approach featuring the Internet, 2nd Ed. 

at http://wps.aw.com/aw_kurose_network_2 

• Fitzgerald & Dennis (2012) Business Data Communications & Networking, 11th Ed., at 

https://www.safaribooksonline.com/library/view/business-data-

communications/9781118086834/ 

 

 

 Past Exam Papers 

 

Available at the end of this MIP and from Post-Semester Site 

 

 

 

 Module Assets 

 

 Available on Nefertum’s Shrine at www.rishiheerasing.net/modules/bcns3105/bcns3105.html 

 

The lectures and lab notes are in .pdf format so you will need Adobe Acrobat® Reader to view them. 

This reader can also be downloaded from the above-mentioned site. 

 

 Software needed will be Wireshark and Cisco ® Packet Tracer and are available Tools section.  

I would recommend that you download the latest version of Cisco ® Packet Tracer 9.0.1 from its official 

website. You need to register a free account on Cisco Networking Academy to download the latest 

version of Packet Tracer at https://www.netacad.com/resources/lab-downloads?courseLang=en-US 

http://www.rishiheerasing.net/modules/bcns3105/readings.html
http://wps.aw.com/aw_kurose_network_2
https://www.safaribooksonline.com/library/view/business-data-communications/9781118086834/
https://www.safaribooksonline.com/library/view/business-data-communications/9781118086834/
https://www.rishiheerasing.net/protectedpost/login.php
http://www.rishiheerasing.net/modules/bcns3105/bcns3105.html
http://www.rishiheerasing.net/modules/bcns3105/tools.html
https://www.netacad.com/resources/lab-downloads?courseLang=en-US
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Handout 1 - Introduction to Enterprise Networking 

 
Definition:  An enterprise network is one in which the network spans multiple sites, includes 

multiple computing platforms, and interconnects multiple protocols. 

 

An enterprise may be a governmental body, a multi-campus university or a multinational 

company. 

 

1. Multi-site: Enterprise networks rarely exist within a single building. They tie 

together an organization's entire footprint, which often includes: 

• Headquarters and branch offices (local and international). 

• Data centres (both on-premises and colocation facilities). 

• Cloud environments (AWS, Azure, Google Cloud). 

• Remote workers securely connecting via SD-WAN or VPNs. 

 

2. Multi-platform: Not to be confused with multi-vendor, multi-platform refers to the 

kind of computing device and not necessarily who manufactures and distributes it. 

For example, many vendors like IBM and HP manufacture mainframes, powerful 

mini-PCs, and personal computers but are still considered multi-platform as these 

devices have different operating systems, application packages, and internal data 

formats. Enterprises grow over decades; their networks must support a diverse mix 

of hardware and software together: 

• Operating Systems: Windows, macOS, Linux, and legacy Unix systems. 

• Hardware Scale: Everything from massive mainframes and servers to 

employee laptops, smartphones, and IoT devices (like security cameras or 

smart sensors). 

• Virtualization: Mixing physical hardware with virtual machines (VMs) and 

containers (like Docker or Kubernetes). 

 

3. Multi-protocol: An enterprise network acts as a universal translator. It allows 

systems using different protocols to communicate seamlessly: 

• Standard Web/Data Protocols: e.g., TCP/IP, HTTP/HTTPS, FTP. 

• Routing & Management Protocols: e.g., OSPF, BGP, SNMP. 

• Legacy Protocols: Handling older proprietary protocols alongside modern API-

driven traffic. 

 

These three ingredients – multi-site, multi-platform, and multi-protocol - uniquely define 

the enterprise network. A common variation is “enterprise-wide network”, but this merely 

indicates the same thing with more letters.  
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Motivation behind Enterprise Networks 
 

• Giving enterprises freedom of location 

• Increasing availability and business continuity 

• Maximise the interoperability capabilities of an enterprise’s network users 

• Minimise the expense of the network infrastructure 

 

 

The Client/Server Model of computing and Enterprise Networking 
 

The relationship of the C/S model of computing and Enterprise Network is easy to understand. 

The clients attach to servers over networks. Without an enterprise network, there would be 

different kind of networks – potentially one for each platform and protocol. The enterprise 

network is necessary to enable every client to access every server in the organization. The C/S 

concept is so important to enterprise networks that the key points are listed below: 

 

• Clients are PCs with workers 

• Servers are PCs with administrators 

• Clients and servers are connected by networks 

• Any client should be able to connect to any server 

• Enterprise networks allow this to happen 
 

 

Difference between Interoperability and Internetworking 
 

The idea of interoperability is an important one, not only in enterprise networks, but in all 

networks. Interoperability involves more than a concept of internetworking, as important as 

it is.  

Internetworking is the capability of separate networks to send data back and forth to each 

other.  

Internetworking has no conception of the utility of the data exchanged. That is the bits 

representing a data file may not be correctly interpreted on the destination computer 

depending on its Endianness (Small-Endian vs. Big-Endian) after going through a WAN.  

 

This is the job of some task performing an interoperability function between the source and 

destination. 
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Handout 2 - Network Administration Layered Model 
 

 

 
 

 

Model Description 

• Top Layer – Planning & Design: Sets the strategy, architecture, and risk planning. 

• Analysis Layer: Monitors performance & security, feeding insights back to planning. 

• Implementation Layer: Deploys solutions, upgrades, and migrations based on analysis and 

design. 

• Operations Layer: Handles daily maintenance, troubleshooting, and user management, 

feeding data back upward. 

Continuous Cycle 

• Operations → Analysis: Daily activity generates metrics. 

• Analysis → Planning & Design: Insights inform future strategies. 

• Planning & Design → Implementation: Plans are executed as changes. 

• Implementation → Operations: New systems become part of daily management. 

This cycle ensures networks aren’t just maintained but continuously improved. 
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FCAPS is the ISO model and framework for network management. (ISO 24775-1:2014) 

 

 
 

 

FCAPS integrate the three main arms of Network Management: 

• Operations executes FCAPS daily — monitoring faults, applying configurations, and 

maintaining performance. 

• Analysis / Strategy defines the policies, standards, and long-term goals that guide 

FCAPS functions. 

• Implementation translates those strategies into tangible systems and tools. 
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Requirements Analysis 
 

Requirement Analysis involves defining the problems on the existing networks in an 

organization – this, in turn automatically determines the goals of the enterprise network. The 

Requirement Analysis evaluates the business value of the technology. Defining the goals (hence 

the benefits) of the enterprise network helps to design the network. The Requirement Analysis 

should pinpoint and prioritize the business problems that need improvement. Focusing on the 

requirements will prevent a company from wasting resources on unnecessary features. 

Once a clear set of goals have been defined, it is easier to outline the benefits and justify the 

cost of the enterprise network. The Requirement Analysis document should become the basis 

for the RFP (Request for Proposal) put out for competitive bid or used internally by the network 

designers to plan the enterprise network. 

The Requirement Analysis phase has generally been skipped by organizations building 

departmental LANs. It is common to build LAN by buying shrink-wrapped NOS (Netware, 

Windows Server, etc…) The hardware, both clients and servers, is frequently purchased mail-

order from a company catalogue. Sometimes, the administrator may hire a part-time consultant 

to implement the LAN. Either way, there is no time or energy spent in a Requirement Analysis. 

This approach usually works fine for departmental LANs. Even if the resulting network is not 

exactly what the users wanted, there is usually little impact on the organization’s bottom line. 

The effects of a bad departmental LAN are localized. The whole corporation is not affected. The 

expense involved is relatively minor, compared to the corporation’s total computing budget. 

 

 

Business Model 
 

The enterprise network should be an asset to the organization, not a political football to be 

passed around as one group seeks to outdo another in the corporate environment. The network 

is there for business functions. The enterprise network must fit the business structure of the 

organization and vice-versa. For the enterprise network to solve business problem effectively, 

a business model should be constructed from which the technology and physical components 

of the enterprise network flow as a matter of course. 

 

Another common name today for the business model is “workflow analysis”. The business 

model need not mention computers or networks. Rather, the business model concentrates on 

exactly how work gets done in the organization. The business model is a written description of 

how business is performed. The goal is to gain a general understanding of a corporation’s 

business practices. The business model should describe in detail how work flows through the 

departments, which personnel perform each task, and identify any dependencies between the 

various work groupings and departments. The steps that should be taken to perform the 

workflow analysis to construct the business model are well understood and commonly followed. 
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Business Model / Workflow Analysis  
 

❖ Designate a team of managers, users, and network personnel 

❖ Name a project leader 

❖ Interview personnel in each department, including end-users 

❖ Determine business flows between departments 

❖ Determine the dependencies between departments 

❖ Determine the bottlenecks of the present system 

 

1. Designate a project team of managers, users, and network personnel 

The key is the inclusion of the users. Many corporations are reluctant to pull workers 

from their assigned tasks to have them participate in projects of this kind, but this is 

exactly the point. The users who know the work flow, and, more importantly, the business 

problems have many more insights than manager or other personnel Because the 

enterprise network must ultimately serve the users’ and workers’ needs, it is critical to 

ensure their participation. 

2. Name a project leader 

Not all technically proficient personnel are adequate leaders. The leader should be a 

senior member of the organizations who is familiar with all aspects of the business and 

is respected by both subordinates and peers.  

3. Interview personnel in each department including end-users 

The goal is to determine each employee’s function and the effectiveness of any existing 

computer systems and networks. Here the inclusion of end-users on the project team is 

also essential. End-users typically become very close-mouth and reluctant to point out 

business problems to managers and supervisors. They are much more candid with 

peers, however, and will talk freely about their role in the department and any problems 

encountered. 

4. Determine business flows between departments. 

Because the enterprise network must span the entire corporation, it is essential to 

determine exactly which departments interact most frequently with other departments 

and for what purposes. The flow of information also should be traced. Again, it is not 

necessary to record exact network capabilities employed – the emphasis is on the 

business needs not the technology. 

5. Determine the dependencies between the departments. 

The workflow document must identify the critical path of work through the entire 

organization. Orders may need to be processed and filled in an exact order, with specific 

permissions, for instance. 

6. Determine the bottlenecks of the present system. 

This should be the outcome of the business model. The preceding steps will identify 

some components of the business as slower as and less efficient than others. Some 

departments may need more timely information, more raw information or access to 

remote information to work more effectively. Many interoperability requirements are 

identified by this step. 
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Technology Model 
 

The business model should identify many procedures to be streamlined or changed. The next 

step in the entire requirements analysis is to construct a technology model. The technology 

model should describe in very broad terms just how an enterprise network could be used to 

achieve the business model. However, before constructing the technology model, three steps 

are necessary. The first is to take an inventory of any existing end-user and networking 

equipment. Second, the actual network requirements must be determined. Finally, the present 

state of network technology and possible near-term changes in available technology should be 

factored into the plan. 

A complete and accurate inventory of existing equipment must be made. In each location, a 

complete list of hardware, applications, and protocols used must be compiled. 

After the inventory has been compiled, the network requirements must be determined. General 

network requirements issues are: 

• Connectivity 

• Existing hardware and software 

• Volume of data to be transferred 

• Response Time and Availability and Reliability 

• Projected Growth 

Once the network requirements have been set, the final step is building the network technology 

itself. Traditionally, the network designers take the network requirements and build the 

technology model. This is the main function of the network designer. 

Once it has been determined that the technology model and the network design is sound, a 

physical model of the network can be built. Usually, the language of the technology model is 

general whilst that of the physical model is specific. 

The output of the physical model phase is a document describing the exact network 

components needed, and their locations. This document forms the basis for an RFP (Request 

for Proposal) that will be given to interesting vendors and implementers. 

All complete RFPs should usually include the following: 

• Introduction 

• Proposal Requirements and Specifications 

• Installation, Maintenance and Support 

• Training and Criteria 

When the winning bidder has been notified that their response to the RFP has been accepted, 

the final step in the process of preparing to build an enterprise network is to issue a contract. 

The contract is normally known as the Statement of Work (SOW) for the network project. The 

easiest way to generate a SOW for the project is to take the RFP and turn the major sections 

into requirements. There are four sections that are usually added to the contract: 

• Payment Schedule 

• Indemnification 

• Changes and Modifications 

• Completion criteria 
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Introduction to Networks

Network: Definition
Types of links
Topology
Network Classification
History of Communication
Some common LAN Intermediary Devices  
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Network: Definition
• A set of devices (nodes) connected by 

communication links (wired or wireless). 
• A node can be any device capable of sending and/or 

receiving data generated by other nodes on the 
network.

• A network must meet a certain number of criteria. 
The three most important of those are: 
Performance, Resilience and Security. 

• All the three above are however dependant on Cost.

BCNS3205C SLIDE SET 1 2

Types of Communication Links

BCNS3205C SLIDE SET 1 3

Guided                           Unguided 
(wired)                   (wireless / radiated)

UTP/STP, Coaxial, 
USB, HDMI cables

Physical Topology
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• The physical topology refers to the way a 
network is laid out spatially. 

• Two or more nodes connect to a link. 
• Two or more links form a topology. 
• The topology is the geometric representation of 

the relationship of all the links and nodes to one 
another.

• There are usually four basic topologies: Mesh, 
Star, Bus and Ring.

Mesh Topology

BCNS3205C SLIDE SET 1 5

• In a full-mesh topology, every node has a 
dedicated point-to-point link to every other 
node otherwise it is a partial-mesh.

Full-Mesh: Partial-Mesh:

Star Topology

BCNS3205C SLIDE SET 1 6

• In a star topology, each node has a dedicated 
point-to-point link only to a central controller, 
usually a switch.
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Bus Topology
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• In a bus topology, a multipoint link is used. One 
long cable acts as a backbone to link all the devices 
in a network.

Ring Topology
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• In a ring topology, each node has a dedicated 
point-to-point link only with the two nodes on 
either side of it.

Hybrid: Star Bus Topology
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• In a star bus topology, several star topology 
networks are linked together with linear bus 
trunks. 

Hybrid: Star Ring Topology
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• In a star ring topology, sub hubs are linked 
together in a star pattern to a main hub, rather 
than to themselves with linear bus trunks.

Network Types Defined
• Body Area Network
• Personal Area Network
• Local Area Network
• Metropolitan Area Networks
• Wide Area Networks
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Body Area Network (BAN)

• Short range wireless network 
which consists of wearable or 
implanted electronic devices that 
transmit ID or sensor data to 
gateway device.

• It is also referred to as Wireless 
Body Area Network (WBAN) or  
Body Sensor Network (BSN) and 
spans less than 1 metre.

BCNS3205C SLIDE SET 1 12
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Personal Area Network (PAN)
• A Personal Area Network (PAN) is a computer network 

used for communication amongst computing devices 
(Smartphones, PDAs, Tablets) close to one person. The 
reach of a PAN is typically a few meters (<10 m).

• Personal area networks may be wired by computer buses 
such as USB and FireWire. However, Wireless Personal 
Area Network (WPAN) is made possible with network 
technologies such as IrDA, Bluetooth and Zigbee.
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Local Area Network (LAN)
• Series of interconnected computers, printing devices, 

and other computer equipment that share hardware and 
software resources

• Service area usually limited to a given office area, floor, 
or building and is usually privately-owned.
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Metropolitan Area Network
• Links multiple LANs in a large city or 

metropolitan region.
• May be wholly owned & operated by 

a private or public company such as 
a local telephone company. 

• Many telcos provide services like 
Switched Multi-Megabit Data 
Services (SMDS).
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Wide Area Network (WAN)

• Provides long-distance transmission of 
data, voice, image and video 
information over large geographic 
areas that may comprise a country, a 
continent, even the whole world.

• The best example of a WAN is the 
Internet.
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Identifying a Network Type
• Communications medium
– Twisted Pair cable, fibre-optic cable, radio waves, 

microwaves, etc...
• Protocol
– How networked data is formatted into discrete units
– How each unit is transmitted and interpreted 

• Topology
– Physical layout of network and logical path

• Network type
– Private versus public

BCNS3205C SLIDE SET 1 17

Enterprise Network
• Enterprise network

– Combination of LANs, MANs, 
or WANs that provides users 
with an array of computer 
and network resources to 
complete different tasks.

– Interoperability important 
because of:
– Multi-Site

– Multi-Platform

– Multi-Protocol

BCNS3205C SLIDE SET 1 18
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Events that Led up to LANs & WANs

• 1800s
– Oersted

– Morse

– Undersea cable

– Pony Express

– Bell

BCNS3205C SLIDE SET 1 19

• 1900s
– Transcontinental and 

transatlantic calls

– Voice digitization

– Electronic digital computers

– Transistors

– Sputnik

– Communications satellites

– ASCII

– Mass-produced 
minicomputers

LAN/WAN History: 1960s

• First WAN
• Hypertext
• Use of fiber optics for phone signals
• Beginning of ARPANET
• Packets and packet switching
• UNIX
• Telecommunications equipment
• First IMP prototype
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LAN/WAN History: 1970s

• Ethernet
• ARPANET - 15 sites
• E-mail
• Terminal emulation
• International 

connections to 
ARPANET
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• Telecommunications 
conversion from 
analogue to digital

• X.25
• First wireless gateway
• Internet Protocol 
• LSI and VLSI chips
• ICCB later IAB

LAN/WAN History: 1980s

• BITNET
• IBM’s PC
• Dial-up modem 

technology
• TCP and IP adopted as 

protocol suite for 
ARPANET

• First PC LAN
• Arrival of Internet
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• Internetwork hosts
– 5,000 in 1986

– 100,000 in 1989

• “Cyberspace”
• T-carrier services
• NFSNET
• Desktop authoring 

and multimedia
• SNMP

LAN/WAN History: 1990s

• ARPANET retired
• SS7 technology
• NSFNET opened to commercial use
• First cyberbank
• Internet service providers
• Over 16 million Internet hosts 
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LAN/WAN History: 2000s

• IPv6 used for Internet2 backbone 
communications

• Video and radio capability
• Prices of 1-Gbps devices fall as competition 

increases
• Wireless LAN technology appearing

BCNS3205C SLIDE SET 1 24
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LAN/WAN History: 2010s

• Cloud Services commonplace
• Internet of Things (IoT)
• 10G, 25G, 40G and 100G Ethernet has 

been developed

BCNS3205C SLIDE SET 1 25

Current State: 2020s

• SD-WAN replacing private MPLS amidst 
the COVID-19 pandemic 

• Wireless WAN / 5G
• Wi-Fi 7 (802.11 be) launched with 

promised speed up to 40-46 Gbps
• ‘All over IP’ cable convergence  

BCNS3205C SLIDE SET 1 26

LAN/WAN Integration

• Becoming more advanced through new networking devices 
and software like:
– Network Test Access Points
– AI based Load Balancing
– IoT Gateways 
– Switches (Multi-Layer: L3 and even L4-L7)
– Next Generation Firewalls and Unified Threat 

Management Devices
– SD-WAN Appliances, etc..
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Bridges (almost obsolete replaced by switches)

• Connect different LANs or LAN segments using the 
same access method
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Routers
• Connect networks having the same or 

different access methods and media
• Route packets or datagrams to 

networks by using a decision-making 
process based on:
– Routing table data

– Discovery of most efficient routes

– Pre-programmed information from 
network administrator
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Link-Layer or Layer 2 Switches
• Link network segments
• Forward and filter frames 

between segments
• Different types depending on 

speed, number of ports, 
manageability, mode of 
switching, etc.

BCNS3205C SLIDE SET 1 30
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Traditional Network Design

The traditional network design approach follows a 
structured systems analysis and design process 
similar to that used to build application systems.

The network analyst meets with users to determine the 
needs and applications.
The analyst estimates data traffic on each part of the 
network.
The analyst designs circuits needed to support this traffic 
and obtains cost estimates.
Finally, a year or two later, the network is implemented.

Slide Set 2 3

Three forces are making the traditional 
design approach less appropriate for many 
of today’s networks:

1.  The underlying technology of computers, 
networking devices and the circuits 
themselves are rapidly changing.
2.  Network traffic is growing rapidly. 
3.  The balance of costs has changed 
dramatically over the last 10 years.

Traditional Network Design

Slide Set 2 4

Building Block Network Design

While some organizations still use the traditional 
approach, many others use a simpler approach to 
network design, the building block approach.
This approach involves three phases: needs analysis, 
technology design, and cost assessment (Fig. 11-1).
When the cost assessment is initially completed, the 
design process returns to the needs analysis phase 
and cycles through all three phases again, refining 
the outcome of each phase. 
The process of cycling through all three design 
phases is repeated until a final design is decided on 
(Fig. 11-2).
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Building Block Network Phases
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Reaching a Final Network Design
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Needs Analysis Phase

The first step is to analyze the needs of network users along 
with the requirements of network applications.
Most efforts today involve upgrades and not new network 
designs, so most needs may already be understood. 
LAN and BN design issues include improving  performance, 
upgrading or replacing unreliable or ageing equipment, or 
standardizing network components to simplify network 
management.
At the MAN/WAN level, circuits are leased and upgrades 
involve determining if capacity increases are needed.
The object of needs analysis is to produce a logical network 
design, which describes what network elements will be 
needed to meet the organization’s needs.
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Geographic Scope

Needs analysis begins by breaking the 
network into three parts based on their 
geographic and logical scope:

The AAccess layer which lies closest to the user
The DDistribution layer which connects the 
access layer to the rest of the network
The CCore layer which connects the different 
parts of the distribution layer together.
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Geographic Scope
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Application Systems

The designers must review the applications 
currently used on the network and identify their 
location so they can be connected to the planned 
network (baselining).  
Next, applications expected to be added to the 
network are included.
It is also helpful to identify the hardware and 
software requirements and protocol  type for each 
application.
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Network Users

In the past, application systems accounted for the 
majority of network traffic.  Today, much network 
traffic comes from Internet use (i.e. e-mail, cloud 
services).
The number and type of users that will generate 
network traffic may thus need to be reassessed.
Future network upgrades will require understanding 
how the use of new applications, such as video, will 
affect network traffic.
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Categorizing Network Needs

The next step is to assess the traffic generated in each 
segment, based on an estimate of the relative 
magnitude of network needs (i.e. typical vs. high 
volume). This can be problematic, but the goal is a 
relative understanding of network needs.
Once identified, network requirements should be 
organized into mandatory requirements, desirable 
requirements, and wish-list requirements.
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Deliverables

The key deliverable for the needs 
assessment stage is a set of network maps, 
showing the applications and the circuits, 
clients, and severs in the proposed 
network, categorized as “typical” or “high 
volume”.
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Logical Network Design
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Technology Design Phase

After needs assessment has been completed, 
the next design phase is to develop a 
technology design (or set of possible 
designs) for the network.
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Designing Clients and Servers

For the technology design, the idea behind the 
building block approach is to specify the computers 
needed in terms of standard units.
“Typical” users are allocated “base level” client 
computers, as are servers supporting “typical” 
applications.
“High volume” users and servers are assigned 
“advanced” computers.
The definition for a standard unit, however, keeps 
changing as hardware costs continue to fall.
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Designing Circuits and Devices

Two interrelated decisions in designing network 
circuits and devices are: 1) deciding on the 
fundamental technology and protocols and 2) 
choosing the capacity each circuit will operate at.
Capacity planning means estimating the size and 
type of the “standard” and “advanced” network 
circuits for each type of network. 
This requires some assessment of the current and 
future circuit loading in terms of average vs. peak 
circuit traffic.
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Estimating Circuit Traffic

The designer often starts with the total 
characters transmitted per day per circuit, 
or if possible, the maximum number of 
characters transmitted per two second 
interval if peak demand must be met.
While no organization wants to overbuild 
its network and pay for unneeded capacity, 
going back and upgrading a network often 
significantly increases costs.
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Network Design Tools

Network modeling and design tools can perform a number 
of functions to help in the technology design process. 
Some modeling tools require the user to create the 
network map from scratch.  Other tools can “discover” the 
existing network.
Once the map is complete, the next step is to add 
information about the expected network traffic and see if 
the network can support the level of traffic that is 
expected.  This may be accomplished through simulation 
models. 
Once simulation is complete, the user can examine the 
results to see the estimated response times and 
throughput.
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Deliverables

The key deliverables at this point are a 
revised set of network maps that include 
general specifications for the hardware and 
software required.
In most cases the crucial issue is the design 
of the network circuits.
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Physical Network Design
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Cost Assessment Phase

Cost assessment’s goal is to assess the costs of various 
network alternatives produced as part of technology 
design. Costs to consider include:

Circuit costs for both leased circuits and cabling.
Intermediary devices such as switches, routers and firewalls.
Hardware costs including servers, memory, NICs & UPSs.
Software costs for operating systems, application software and 
middleware.
Network management costs including special hardware, software, 
and training.
Test and maintenance costs for monitoring equipment and 
supporting onsite repairs.
Operations costs to run the network.
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Request for Proposal

Background Information
Organizational profile;  Overview of current network; Overview of new 
network; Goals of the new network

Network Requirements
Choice sets of possible network designs (hardware, software, circuits); 
Mandatory, desirable, and wish list items, Security and control requirements; 
Response time requirements; Guidelines for proposing new network designs

Service Requirements
Implementation time plan; Training courses and materials; Support services 
(e.g., spare parts on site); Reliability and performance guarantees

Bidding Process
Time schedule for the bidding process; Ground rules; Bid evaluation criteria; 
Availability of additional information

Information Required from Vendor
Vendor corporate profile; Experience with similar networks; Hardware and 
software benchmarks; Reference list
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Deliverables

There are three key deliverables for this step:
1. An RFP issued to potential vendors. (See Handout 2)

2. After the vendor has been selected, the revised set 
of network maps including the final technology 
design, complete with selected components.
3. The business case written to support the network 
design, expressed in terms of business objectives.
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Network Security

2Slide Set 4

Introduction

Security is a major networking concern. 83% of the 
respondents to the 22025 Global CERT Survey 
reported unauthorized network scanning and 
probing in the last 12 months. (CERT-MU reported 
720 hacking cases in 2024).
Gartner estimates losses from cyber attacks  
worldwide at UUSD 213 Billion for year 22025.
It means more than preventing a hacker from 
breaking into your computer, it also includes being 
able to recover from temporary service problems, or 
from natural disasters.
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Common Threats to Network Security
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Types of Security Threats

Disruptions are the loss or reduction in network 
service.  
Some disruptions may also be caused by or result in 
the destruction of data.
Natural (or man-made) disasters may occur that 
destroy host computers or large sections of the 
network.
Unauthorised access is often viewed as hackers 
gaining access to organizational data files and 
resources. However, most unauthorized access 
incidents involve employees.
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Security Problems Are Growing

The Computer Emergency Response Team (CERT) 
at Carnegie Mellon University was established with 
US DoD support in 1988 after a computer virus shut 
down 10% of the computers on the Internet
In 1989, CERT responded to 137 incidents.
In 2000, CERT responded to 21,756 incidents.
By this count, security incidents are growing at a 
rate of 100% per year. 
In Mauritius, Computer Misuse and Cybercrime Act 
2003, Data Protection Act 2017, 
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Number of Incidents and Losses reported in the USA 
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Network Controls

Developing a secure network means developing 
mechanisms that reduce or eliminate the threats to 
network security, called controls.
There are three types of controls:

Preventative controls - mitigate or stop a person from 
acting or an event from occurring (e.g. passwords).
Detective controls - reveal or discover unwanted events 
(e.g. auditing software, Intrusion Detection System IDS).
Corrective controls - rectify an unwanted event or a 
trespass (e.g. reinitiating a network circuit). 
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Network Controls

It is not enough to just establish a series of controls; 
personnel need to be designated as responsible for network 
control and security. 
This includes developing controls, ensuring that they are 
operating effectively, and updating or replacing controls.
Controls must also be periodically reviewed to: 

ensure that the control is still present (verification)
determine if the control is working as specified (testing)
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Security Threats

A network security threat is any potentially 
adverse occurrence that can harm or 
interrupt the systems using the network, or 
cause a monetary loss to an organization. 
Once the threats are identified they are then 
ranked according to their occurrence.
The next slide summarizes the most common 
cyber threats worldwide.
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Top 15 Cyber Threats Worldwide

11Slide Set 4

Evaluate the Network’s Security

The last step in designing a control spreadsheet is 
evaluating the adequacy of the controls and the 
degree of risk associated with each threat.
Based on this, priorities can be decided on for 
dealing with threats to network security.
The assessment can be done by the network 
manager, but it is better done by a team of experts 
chosen for their in-depth knowledge about the 
network and environment being reviewed.
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Preventing Disruption, Destruction and 
Disaster

Preventing disruptions, destructions and disasters 
mean addressing a variety of threats including:

Creating redundancy
Preventing natural disasters impact
Preventing theft
Preventing computer malware attacks
Preventing denial-of-service attacks
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Network Redundancy

The key to in preventing or reducing disruption, 
destruction and disaster - is redundancy
Examples of components that provide redundancy 
include:

Uninterruptible Power Supplies (UPS)
Disk redundancy (RAID & Backup)
Network link redundancy (Spanning Tree Protocol)
Network topology (Mesh or Hybrid)

Redundancy can also entails a complete Disaster 
Recovery Site. 
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Preventing Impact of Natural Disasters
Disasters are different from disruptions since the 
entire site can be destroyed.
The best solution is to have a completely redundant 
network that duplicates every network component, 
but in a different location.
Generally speaking, preventing disasters is difficult.  
The most fundamental principle is to decentralize 
the network resources.
Other steps depend on the type of disaster to be 
prevented.
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Preventing Theft

Equipment theft can also be a problem if 
precautions against it are not taken. 
Industry sources indicate that about $1 
billion is lost each year to theft of 
computers and related equipment (USA 
statistic).
For this reason, security plans should 
include an evaluation of ways to prevent 
equipment theft.
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Preventing Computer Malware

Special attention must be paid to preventing  viruses that 
attach themselves to other programs and spread when the 
programs are executed.
Macroviruses attach themselves to documents and become 
active when the files are opened are also common. They 
usually triggers download secondary payloads such as Trojans
and ransomware. 
Incoming e-mail messages are the most common source of 
viruses. Attachments to incoming e-mail should be routinely 
checked for viruses.
The use of personal as well as corporate firewalls that ‘clean’ 
incoming e-mail is now commonplace.
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Detecting Disruption, Destruction & Disaster

One function of network monitoring software is to 
alert network managers to problems so that these 
can be corrected.
Detecting minor disruptions can be more difficult.  
The network should also routinely log fault 
information to enable network managers to 
recognize minor service problems.  
In addition, there should be a clear procedure by 
which network users can report problems.
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Disaster Recovery Plans (DRP)

The goal of the disaster recovery plan (DRP) is to plan 
responses to possible disasters, providing for partial or 
complete recovery of all data, application software, network 
components, and physical facilities. 
Critical to the DRP are backup and recovery controls that 
enable an organization to recover its data and restart its 
application software should some part of the network fail.
The DRP should also address what to do in a variety of 
situations, such as, if the main database is destroyed or if the 
data center is destroyed.  
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Preventing Intruder Access

Four types of intruders attempt to gain unauthorized 
access to computer networks.
1.  Casual hackers who only have limited knowledge of 

computer security.
2.  Security experts whose motivation is the thrill of the 

hunt.
3.  Professional hackers who break into corporate or 

government computers for specific purposes.
4.  Organization employees who have legitimate access 

to the network but who gain access to information 
they are not authorized to use or view.
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Preventing Unauthorized Access

A proactive approach that includes routinely testing 
your security systems is key to preventing 
unauthorized access.
Access related security issues include:

Security policies
User profiles
Physical security
Firewalls 
Network address translation
Encryption
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Developing a Security Policy

The security policy should clearly define the 
important network components to be safeguarded 
along with controls needed to do that.
The most common way for a hacker to break into a 
system is through “social engineering” (breaking 
security simply by asking how).
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Elements of a Security Policy 

Names of responsible individuals.
Incident reporting system and response team.
Risk assessment with priorities.
Controls on access points to prevent or deter 
unauthorized external access. 
Controls within the network to ensure internal 
users cannot exceed their authorized access.
An acceptable use policy.
User training plan on security.
Testing and updating plans.
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User Profiles and Forms of Access

The limits of what users have access to on a network are 
determined by user profiles assigned to each user account by 
the network manager.
The profile specifies access details such as which data and 
network resources a user can access and the type of access 
(e.g., read, write, create, delete).
Most access is still password based, that is, users gain access 
based on something they know.
Many systems require users to enter a password in 
conjunction with something they have, such as a smart card. 
ATM cards work in this way.
In high-security applications, users may be required to 
present something they are, such as a finger, hand or the 
retina of their eye for scanning by a biometric system.
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User Profiles: Managing User Access

User profiles can limit the allowable log-in days, 
time of day, physical locations, and the allowable 
number of incorrect log-in attempts. 
Creating accounts and profiles is simple, as they are 
created when new personnel arrive. 
One security problem is often created because 
network managers forget to remove user accounts 
when someone leaves an organization.
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Managing Users
It is important to screen and classify both users and 
data (need to know).
The effect of any security software packages that 
restrict or control access to files, records, or data 
items should also be reviewed.
Adequate user training on network security should 
be provided through self-teaching manuals, 
newsletters, policy statements, and short courses.
A well publicized security campaign can also help 
deter potential intruders.
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Physical Security
Physical security means implementing access 
controls so only authorized personnel have access to 
areas where network equipment is located. 
Each network component should have its own level 
of physical security.
Two important areas of concern are network cabling 
and network devices. 
Network cables should be secured behind walls.
Network devices such as hubs and switches should 
be secured in locked wiring closets.
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Network Firewalls

Firewalls are used to prevent intruders on the 
Internet from making unauthorized access and 
denial of service attacks to your network.
A firewall is a router/gateway, or special purpose 
computer that examines packets flowing into and 
out of the organization’s network (usually via the 
Internet or corporate Intranet), restricting access to 
that network.
The 2 popular types of network firewalls are packet-
level firewalls and application-level firewalls.
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Firewall Classification
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Host-Based Firewalls 

A host-based or personal firewall is installed on 
each network node, which controls each 
incoming and outgoing packet. It is a software 
application or suite of applications that come as 
a part of the operating system. Host-Based 
firewalls protect each host from attacks and 
unauthorized access.
For example, as from Microsoft Windows 10 
and later, the OS features an in-built personal 
firewall called Microsoft Defender Firewall.  
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Packet-Filtering Firewalls 
A packet-level firewalls operate at the Network Layer (L3) and 
examine the source and destination address of packets that pass 
through it, only allowing packets that have acceptable addresses to 
pass.

Packet filtering firewall advantages
A single device can filter traffic for the entire network
Extremely fast and efficient in scanning traffic
Inexpensive
Minimal effect on resources, network performance and end-user experience

Packet filtering firewall disadvantages
Because traffic filtering is based entirely on IP address, packet filtering lacks 
broader context that informs other types of firewalls
Doesn't check the payload and can be spoofed (unless it performs SPI as well)
Not an ideal option for every network
Access control lists can be difficult to set up and manage
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Circuit-Filtering Firewalls 

• Circuit-level firewalls operate usually at the 
Session Layer (L5) and monitor TCP handshakes 
and other network protocol session initiation 
messages across the network as they are 
established between the local and remote hosts 
to determine whether the session being initiated 
is legitimate, whether the remote system is 
considered trusted. 

• They don’t inspect the packets themselves 
making them faster than Application-Layer 
firewalls and are able to identify malicious 
content quickly.
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Application-Level Firewalls

An application-level firewall or application gateway acts as an 
intermediate host computer, separating a private network from the 
rest of the Internet, but it works on specific applications, such as 
Web site access.
The application gateway acts as an intermediary between the 
outside client making the request and the destination server 
responding to that request, hiding individual computers on the 
network behind the firewall. 
Because of the increased complexity of what they do, application 
level firewalls require more processing power than packet filters 
which can impact network performance.
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Stateful Inspection Firewalls

Stateful Inspection firewalls examine each packet 
and keep track of whether that packet is part of an 
established TCP or other network sessions. Such 
provision offers more security than packet filtering 
or circuit-filtering alone but takes a greater toll on 
network performance.
Another variant of stateful inspection is the 
multilayer inspection firewall, which considers the 
flow of transactions in process across multiple 
protocol layers of the 7-layer OSI model.
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Next-Generation Firewalls (NGFW)

Next-Generation Firewalls combines packet 
inspection with stateful inspection, including a 
variety of deep packet inspection, along with 
other network security systems, such as intrusion 
detection/prevention, malware filtering, and 
antivirus.
Many organisations are moving towards Unified
Threat Management (UTM) devices which 
usually features a NGFW as well as providing 
‘all-in-one’ broad security services. 
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Network Address Translation

Network address translation (NAT) is used to shield a 
private network from outside interference. 
An NAT uses an address table, translating network 
addresses inside the organization into aliases for use on 
the Internet. So, internal IP addresses remain hidden.
Many organizations combine NAT servers, packet filters 
and application gateways, maintaining their online 
resources in a “DMZ network” between the two.
NAT used to create issues with IPv6 however this is no 
longer the case.
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Typical network layout
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Network Security Template 1
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Network Security Template 2
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Network Security Template 3
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Network Security Template 4
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Security Holes
Security holes are vulnerabilities or weaknesses in systems, applications, or
configurations that attackers can exploit to gain unauthorized access, steal
data, or disrupt services. They can arise from software bugs, outdated
systems, misconfigurations, weak authentication, or insecure protocols.

Master Page 33 of 102



Redundancy
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Resilience and Redundancy

Resilience – the ability to withstand a partial failure and 
to continue to operate  even though it may impact upon 
performance. 
Redundancy – used to provide an exact duplicate of the 
primary functional unit in hardware or software. E.g., in a 
Windows Server environment the BDC (Backup Domain 
Controller) provide the redundancy for the PDC (Primary 
Domain Controller)
Support for the network infrastructure comes from:

Data Redundancy 
Uninterruptible Power Supply
Link Redundancy
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Backing Up Data

The process of copying data stored on a computer, 
and making an exact duplicate of that data on 
another usually removable storage media.
This may be achieved by simply copying the data 
to a Tape backup device, an external hard drive or 
optical media or transferring to a remote system 
via a network (network drive or cloud storage).
Speed is a critical factor, and since the process of 
backup can take several hours it is usually 
scheduled for off-peak hours, or when the system 
is not in use.
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Backup and Archiving Software

In business environment, where data are usually held
within servers, the backup process is performed via
specialised software. The advantages are:

1. Backup process is automated and the data type, frequency, type 
of backup, etc. can be configured.

2. Compression can be used while backing up data. This uses 
smaller storage space on the target medium and also save time 
if data are being backup on network drive or cloud storage. 

3. Encryption can be used while backing up data. This ensure 
confidentiality.

4. Data Integrity checks can be performed on the backup data for 
added security.
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Chronology of Storage Technology 

Obsolete: LS-120 floppy drive (max 120 MB), Iomega Zip 
(max 200 MB), Jaz (max 2 GB) drives, 1.44 MB floppy drive.
Nearing obsolescence: Digital Data Storage (DDS: max 160 
GB) from HP superseded by LTO, DVD±R/W (max 8.4 GB), 
Advanced Intelligent Tape (AIT: max 400 GB), Digital 
Linear Tape (DLT: max 800 GB).
Popular: Super Advanced Intelligent Tape (SAIT: max 2 TB), 
T10000 from StorageTek with max 1 TB, USB Flash drive 
(max 2 TB), NVMe SSD (max 100 TB), Cloud Object Storage 
(as required).
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Most common modes of Backup

Full or Normal Backup – backs up all the data on the system, 
does not take in to account if the data has changed since the 
last backup, used for the first backup of a system. Data 
compression and confidentiality are also used. 
Differential – Uses the ‘archive bit’ to determine if the file has 
changed since the last ffull backup, takes longer than an 
incremental backup, but is quicker to restore.
Incremental – uses the ‘archive bit’ to determine if a file has 
changed since the last ffull, ddifferential or iincremental backup, 
takes less time than differential backup, takes more time to 
restore as restoration requires the last full backup plus use of all 
incremental tapes
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Backup Strategy

How far back do tapes need to be kept ?

With little data a full backup each night is conceivable using a 
single tape or drive (risky!!!)
A different tape each day is more reliable, but not as practical
A normal backup each evening is time consuming, the majority 
of data does not change from day to day, therefore duplicate data 
is being repetitively stored
A rotation of tapes is the most common approach, four tapes 
being used Monday to Thursday (for either incremental or 
differential), a separate tape is used each Friday for a full backup
On the last Friday of the month the tape or drive is kept as an 
archive.
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Backups Strategy

WEEK 4Monthly4321

WEEK 374321

WEEK 264321

WEEK 154321

FRIDAYTHURSDAYWEDNESDAYTUESDAYMONDAY

Incremental or Differential Backup

Normal Backup
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Uninterrupted Power Supply

UPS are categorized by their ability to cater for 9 common 
power problems (see next slide):

Level 3 UPS usually called Back-up or Stand-by UPS (1-3) 
Level 5 UPS usually called Line-Interactive, Smart UPS (1-5)
Level 9 UPS usually called On-Line, Smart UPS (1-9)

Which devices need to stay up and running? Usually only 
the server has UPS.  Do workstations also need UPS?
If you require the server to be running for more than 30 
minutes, consider a high capacity UPS or a generator.
Consider using software to perform a clean shutdown of 
systems if the power cut is at a time when the system is 
unattended, e.g. PowerChute
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9 common Power problems

1 – Power Failure: A total Loss of Utility Power
2 – Power Sags: Short term low voltage
3 – Power Surge: Short term high voltage (spike)
4 – Undervoltage: Long term low voltage (brownouts)
5 – Overvoltage: Long term high voltage
6 – Electrical Line Noise: caused by RFI or EMI (e.g. lightning)
7 – Frequency Variation: A change in frequency stability
8 – Switching Transients: very brief (nanos) undervoltage (notch)
9 – Harmonic Distortion: distortion caused by non-linear loads
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Fault-Tolerant Servers

For high availability, fault-tolerance servers provide 
redundancy across major system components such as:
Redundant power-supplies, fans, etc.
Redundant processors, memory, hard disk drives, 
network interface cards, etc...

Note that the above cater primarily for hardware failures 
not software failures. 

Clustering as well as virtualization is another approach 
for minimizing software failures and thus increase 
uptime.
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RAID 0 – Disk Striping

RAID Level 0 requires a minimum of 2 drives to implement
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RAID 1 – Disk Mirroring

RAID Level 1 requires a minimum of 2 drives to implement
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RAID 5 – Disk striping with Parity

RAID Level 5 requires a minimum of 3 drives to implement
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RAID 0+1 – Mirroring of Disk Stripes

RAID Level 0+1 requires a minimum of 4 drives to implement 
and also require and even number of drives
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RAID 10 – Disk mirroring with striping

RAID Level 10 requires a minimum of 4 drives to implement
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Wireless LANs

The Big Thing in local area networking today

Gives mobility to users within the corporate 
premises

Not a competitor yet for wired Ethernet LAN but 
wireless speed increasing everyday; mostly used to 
extend the wired LAN’s resources
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Wireless vs Wired: Pros and Cons

Parameter Wireless Wired

Security Less Secure More Secure

Data Rate Slower (300 Mbps) Faster (10 Gbps)

Setup and Deployment Cost Cheaper More Expensive

Connection Reliability Less Reliable More Reliable

Mobility Higher Much Lower

Deployment Speed Faster Slower

Range and Coverage Smaller* Larger
Robustness Better Weaker

Flexibility to change Higher Lower

Slide Set 7 4

802.11x Wireless Access Point and Wireless LAN Adapters 
(PCMCIA, PCI & USB) 

PCI: used in Desktop PCs

A 802.11g Access 
Point with two 
antennas

USB: Most popular and portable. 
Works with any device with USB 
ports

PCMCIA: used in 
old laptops with no built-in WLAN Adapter
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Some Terminologies

An Access Point (AP) or wireless Access Point is usually a 
device that only allows wireless clients (stations) to 
connect to it. Examples of wireless clients (smartphone, 
laptops, PDAs, tablets, Smart TVs, etc...)

A wireless router is an AP which also contains a number 
wired ethernet ports that allows wired clients to connect 
to it. Basically, it is an AP+network switch.

A wireless gateway is usually a wireless router which 
integrates a modem to provide Internet access as well. 
Basically, it is an AP+Switch+Modem (This is the one 
most of us have at home (Residential Gateway).

A Hotspot is usually the same thing as a wireless gateway.
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Wireless Propagation Problems

1.
Attenuation: signal gets
weaker with distance

3.
Shadow

Zone
(Dead Spot)

2.
Electromagnetic

Interference
(EMI) from

Other stations,
Microwave ovens, etc.

Reflected Signal

Laptop
Direct Signal

4. Multipath
Interference

Direct and reflected signals may cancel out

Blocking
Object
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Wireless Propagation Problems

Some problems are Frequency-Dependent

Higher-frequency signals attenuate faster

Absorbed more rapidly by moisture in the air

Higher-frequency signals blocked more by obstacles

At lower frequencies, signal refract (bend) around 
obstacles like an ocean wave hitting a buoy

At higher frequencies, signals do not refract; leave a 
complete shadow behind obstacles
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Typical 802.11 Wireless LAN Operation 
with Access Points

Server

Ethernet
Switch

Laptop
Access
Point A

Large Wired Ethernet LAN

802.3 Frames

Client PC

UTP Radio
Transmission

802.11x Frame802.3 Frame

Access point bridges the 
networks (translates between 
the 802.11x wireless frame and 
the Ethernet 802.3 frame used 
within the LAN)

Router

Internet
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Architecture of an wireless network

Station (STA)
terminal with access mechanisms to 
the wireless medium and radio contact 
to the access point

Basic Service Set (BSS)
group of stations using the same radio 
frequency

Access Point (AP)
integrated into the wireless LAN and 
the distribution system

Portal
bridge to other (wired) networks

Distribution System
interconnection network to form one 
logical network (EES: Extended Service 
Set) based on several BSS

Distribution System

Portal

802.x LAN

Access
Point

802.11 LAN

BSS2

802.11 LAN

BSS1

Access
Point

STA1

STA2 STA3

ESS
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Typical AP modes of Operation

1. Infrastructure (Local/Managed) Mode

2. Client (Relay/Repeater) Mode ***

3. Sniffer (Monitor) Mode ***

4. Rogue Detector Mode ***

5. Bridge (Mesh) Mode ***

***(not available on all AP models)
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1. Infrastructure (Local/Managed) Mode 

The tablet, smartphone and laptop all connect wirelessly to 
the AP.
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2. Client (Relay/Repeater) Mode 

In this scenario, AP1 has internet connection, but the three 
stations are not in range to connect to it. AP2 is configured as 
client mode and connects to AP1 to allow the stations 
connected to the former to get internet access.
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3. Sniffer (Monitor) Mode 

In sniffer or monitor mode, the AP does not broadcast any SSID
hence no wireless clients can connect to it but it can still
receive wireless frames from stations. A laptop can connect
remotely to the AP and perform sniffing with the appropriate
software e.g. Wireshark

Slide Set 7 14

4. Rogue Detector Mode 

In this mode, the AP is used to detect rogue devices. This 
detection is perform by inspecting the MAC address.

Slide Set 7 15

5. Bridge (Mesh) Mode 

In Bridge mode, the two APs effectively establishes a point-to-
point connection between themselves bridging 2 wireless LAN 
segments. If more than 2 APs are present, they can then 
establish point-to-multipoint connections effectively creating a 
mesh. 

Slide Set 7 16

Ad-Hoc or P2P Mode

In this mode, the stations connect to each other without the 
need of an access point (AP)

Slide Set 7 17

802.11 Wireless LAN Standards

24 NOC in 20 MHz channels

24 NOC in 20 MHz channels
12 NOC in 40 MHz channels
24 NOC in 20 MHz channels
12 NOC in 40 MHz channels
6 NOC in 80 MHz channels
2 NOC in 160 MHz channels

Slide Set 7 18

802.11x Security

Automated Drive-By Hacking (War Driving)
Can read traffic from outside the corporate walls

Can also send malicious traffic into the network

This was possible as the first generation of APs did not 
have any security by default.
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802.11 Security, Continued

Wired Equivalent Privacy (WEP)

Initial flawed security method developed by the 802.11 Working Group 
for 802.11 devices in 1997.

All stations share the same encryption key with the access point. This 
key cannot be changed as it was a static key

Shared static keys means that a large volume of traffic is encrypted with 
the same key

With so much traffic generated with one unchanging key, cryptanalysts 
(code-breakers) can crack the key by collecting data for a few days

Once the key is cracked, the attacker can read all messages and send 
attack messages into the network without going through a firewall filter

Slide Set 7 20

802.11 Security, Continued

Wired Equivalent Privacy (WEP)

Software that automates the hacking process is widely 
available e.g. AirSnort

Locate vulnerable access points by driving around 
(war driving)

Collect traffic and crack the key

No longer recommended to use WEP nowadays

Slide Set 7 21

802.11 Security, Continued

Because of the security issues around WEP, the Wi-Fi Alliance
developed Wi-Fi Protected Access (WPA) in 2003. Shortly
afterward in 2004, they released WPA2 and in 2018 they released
WPA3.

Slide Set 7 22

802.11 Security, Continued

Wireless Protected Access (WPA)

Stopgap security method introduced before full 
802.11i security could be developed

It was often possible to upgrade older WEP products 
to WPA because the underlying hardware was the 
same as WEP.

It uses Temporal Key Integrity Protocol (TKIP). It 
addressed the two flaws present in WEP by using MIC 
instead of CRC-32 and increasing the IV of RC4 from 
40 bits to 48 bits.

Slide Set 7 23

802.11 Security, Continued

Wireless Protected Access 2 and 3

In WPA2, encryption and integrity check are 
performed within single logical block – CCM and both 
are based on AES.

In WPA3, both encryption and data integrity are 
enhanced even further from WPA2. The only 
downside is that more processing power is required. 
Not many wireless devices support WPA3 yet.

Slide Set 7 24

802.11 Security, Continued

Ways to strengthen your Wireless LAN

Do not use WEP. Use WPA, WPA2 or WPA3 
instead.

Enforce MAC address Association (i.e only allowed 
wireless adapters can join your wireless network)

Disable SSID broadcast once all permitted stations 
have been allowed to join the wireless network.

Enable Access Point firewall features to mitigate 
potential attacks.
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• 2 2

• 3 Packet Tracer 2

You are advised to download and install the latest version of Packet Tracer from Cisco 
Academy website. You need to register and I will advise that you follow the tutorial to familiarize 
yourself with the software. Registration is free.
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OTARN-H Investment Ltd. Network Design Project 
 

  

  

 

 

 

 

 

 

Aim 

To foster the necessary team-work skills to plan, design, test and simulate a corporate 

network and show an appreciation of all the business requirements involved in 

producing a potential solution.  

Module Weight: 30%    

Deadline: 11 Feb 2027   
 
Cohort: BCNS23APT 

On completion of the project, the student should:  

1. Have a knowledge of the basic hardware components of a communications 

network infrastructure; 

2. Be familiar with the requirements of protocols, standards and the major 

standards bodies; 

3. Have the ability to plan, design, test and simulate a secure, medium-size 

network; 

4. Have developed expertise in identifying issues that require research and well as 

costing. 

 

Learning Outcomes 

Project 

OTARN-H Investment Ltd. is a small company specialising in sales of specialised products for a niche market. Until now, 

the company has relied heavily on stand-alone PCs and individual dial-up access to the Internet for their work.  
 

This year, the company won a lucrative contract and have decided to upgrade their ICT infrastructure. The Managing 

Director has told you that he requires a computer network to be installed into their premises. After installation, it is 

envisaged that the company will employ at least 10 new staff in various positions throughout the company. The Finance 

Manager has said that her capital budget is limited due to the Covid-19 pandemic to MRU. 5 Million. She has cited local 

suppliers such as http://www.itbox-ltd.com/, https://jaceycomputer.com/ and https://fastclick.mu/  that she would like 

you to use as she can avail discount on large orders. 
 

You have decided to use a Class C internal network with IP address range of 192.168.100.0 /24 for the company. The 

internal network will have to be physically subnetted or VLANed to allow for the functions of the departments. 
 

They have two buildings with a canal in between. Between the two buildings is a small footbridge. As the canal is 

navigable, you may not run cables over (or under) the canal nor across the swinging footbridge. You must connect 

these buildings with a data bandwidth of no less than 54 Mbps. Floor plans of the buildings and the site are annexed. 

The company may be characterised by its departments. Their names and functions are as follows: 

 

Design 

There are 5 designers in the company. Their rooms are L539, L533, L538, L534, L532. They use CAD for their designs 

and use high power workstations for the design work. They require two large servers for their department’s data storage 

and applications.  

Manufacture 

This takes place in L441 and L431. In each of these rooms are two computer controlled milling machines. These already 

exist and will not need to be replaced.  

Secretarial 

There are 4 secretaries for the company. They occupy rooms L510 and L426. Their main role is to type and print 

important documents, answer emails and telephone queries.  

Management 

The managers occupy rooms L520, L440 and L416. They would like to have powerful PCs so that they can view their 

MIS. They would also like the ability to take part in video-conferencing. They have stated that much of the information 

they will be using is to remain confidential. 

Finance 

This department takes care of the company’s money. They currently use room L226. Their function is to work with 

large spreadsheets and also to deal with the monthly payroll. As this department deals with large sums of money, the 

communications for this department must be secure and not reach any of the rest of the network. They require one 

large server for applications and data. There are currently two staff.  
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R&D 

This department carries out the research and development for the company. They have room B101. The have powerful 

workstations (these do not need to be purchased) and often share their files with the Design team. They require two 

large servers for holding R&D designs and applications. There are 4 staff in this department. 

Engineering 

This department is in rooms B107 and B108. They have stated that they will require at least 4 PCs in each of these 

rooms, however they are unable to define the tasks that they wish to carry out with the hardware.  

Ordering and Delivery 

This department is in B102 and is responsible for shipping the manufactured items to their purchasers. There are two 

staff here and their work will mainly involve addressing parcels and contacting customers by email. The company will 

require a web server with a registered domain name (e.g. www.otarn.com) to accommodate their new website for online 

ordering. You do not need to design the website but you will be expected to provide the specifications for the web 

server hardware and ensure that the Internet connection can cope with the expected level of traffic. You should also 

ensure that any customer can place an order from your website. 

 

All Staff 

Each staff will need to separate email account under the company domain @otarn.com and 1 GB network storage. 

Some staff may require access to specific application software. All staff will require a new PC complete with a suitable 

office environment OS (unless stated otherwise) and access to a networked printer. The colour laser printer is located 

in Holst building. You may assume that the staff already have adequate furniture. Staff are to remain where they currently 

working. 

The following rooms have been identified as potential locations for distribution facilities, L521, L522, L523A, L541, 

L431C, L400A, L422, L411, L412, B104, B105, B106, B109. 

The POP is in Bach building in room L523A. 

 
The Holst building is expected to have a high data-rate (min. 54 Mbps) connection from the Bach building. You may use 

any suitable wireless technology for this connection, however all communications between buildings must be secure 

from eavesdropping. Also, two wireless networks shall provide coverage over the two buildings: 1. Otarn-Guest, with 

PSK and a shared password and 2. Otarn-Staff, which users should authenticate via a RADIUS server. 

 

 

TASKS 

 
1. Provide your solution which must include an analysis of the existing situation, your recommendations for 

upgrade or replacement, comprehensive logical and physical network maps; software, hardware and network 

configurations for major assets, design and simulation in Packet Tracer and costing within the indicative budget. 

 

2. Mail me your report file at bcns23apt@rishiheerasing.net preferably zipped with your group number as filename 

and each member index number before the deadline in .doc (not .docx) or pdf format. You should also 

include the Packet Tracer file in the zip file. 
 
 

ASSESSMENT CRITERIA 
Logical & Physical network diagrams  15% 
Software, hardware & network requirements  20% 
Network configuration of clients, servers & devices 15% 
Cost assessment   15% 
Report Format, Research & Referencing 5% 
Design and Simulation (Packet Tracer) 15% 
Bonus 15% 

Total 100 % 
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BSc (Hons) Computer Science with Network 

Security 
 

BCNS/22A/FT  
 

Examinations for 2024 / Semester 1 
 

 

MODULE: NETWORKING – DESIGN & MANAGEMENT 
MODULE CODE: BCNS 3105C 
Duration: 2½ Hours  
 
 

 
Instructions to Candidates: 

 

1. ATTEMPT ALL FOUR questions. 
2. Start your answer to each question on a fresh page. 

3. Each question carries 25 marks. 

4. Maximum marks achievable: 100 

5. Silent calculators are allowed in the Examination Room. 

6. 3-Page Appendix is provided. 

 
This question paper contains 4 questions and 6 pages. 
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QUESTION 1: (25 MARKS) 
 
 
 
a) Sketch a typical hybrid star-ring topology paying attention to how the clients 

 and switching hubs are connected.                                                     
                                                                                                      (3 marks) 

 

b) With respect to an Enterprise Network, 

i. Describe briefly the three characteristics of such a network. 

ii. What are the two main goals of such a network? 

iii. Give three reasons for building such a network. 
(3+2+3 marks) 

 

c) The Building Block Network Design involves three phases; the needs 

 analysis, the technology design and the cost assessment. Describe the 

 steps involved in the Technology Design phase. 
   (6 marks) 

                               

d) In terms of performance, assuming a network with an MTBF of 12,000 Hours 

 and MTTR of 30 days: 

i. Calculate the percentage availability of the network. 

ii. Calculate the percentage reliability of such a network over a two-year 
period. 

                                                                                    (2+2 marks) 
 
e) Given four disks, sketch the possible array configurations that you can 

 implement in RAID 5 showing how stripes A, B, C, D and E are written to 

 each array configuration.  

 Give the effective size of each configuration if each disk has a size of 500 GB. 
(4 marks) 
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QUESTION 2: (25 MARKS) 
 
 
a)  

i. List the features of the three most common types of backup, giving an 

advantage and a disadvantage of each. 

ii. Give three advantages of using a dedicated backup software. 
(6+3 marks) 

 
b) Name the three categories of UPS, describing the power problems that are most 

appropriate to each category. 
(3+3 marks) 

 
 

c) Consider the arrangement of self-learning bridges shown in the figure below. 

Assuming all are initially empty, give the forwarding tables for each of the 

bridges W, X, Y and Z after the following successive transmissions:  

 

 Host A sends to Host C,  

 Host D sends to Host B,  

 Host C sends to Host A, 

 Host E sends to Host D, 

 Host B sends to Host C. 

  
(10 marks) 
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QUESTION 3: (25 Marks) 
 
 
a) Consider a 100 Mbps Ethernet with a single Store-N-Forward switch mid-way in 

the path between two nodes A and B. Assume that there are no other nodes on 

the network and the distance between the two nodes is 5 kilometres. The 

propagation speed of the signal in the medium is 2 x108 m/s. Error detection at 

the switch introduces an average delay of 10 microseconds per 100 bytes of 

frame data. (Assume all other delays to be negligible.) 

 

i. What is the total transfer time (from the first bit sent by A to the last bit 

received by B) for a 1,000-byte frame?  

ii. Same as (i) but the switch now operates “cut-through” mode and can 

 retransmit the frame as soon as the first 400 bits have been buffered.   
(5+4 marks) 

 

b) The ASN.1 specification language is an integral part of the OSI Reference Model 

architecture, and is used in some protocols on the Internet. ASN.1 data object are 

encoded for transmission using the Basic Encoding Rules (BER). Give an 

example of a transmitted byte-stream in hexadecimal by using the following 

module of data type declarations and its corresponding instances: 

  

 Player: = OCTET STRING, Year: = INTEGER, Active: = BOOLEAN 

     {Player, “Leo”}, {year, 1987}, {Active, 1} 

(6 marks) 
 

c)  

i. Give the structures of typical SNMPv1 get and trap messages. 

ii. Which MODULE IDENTITY does this OBJECT ID belong to: 
1.3.6.1.2.1.7.1 

 

(8+2 marks) 
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QUESTION 4: (25 Marks) 
 
 
a) From the capture below: Give the datagram source IP address, upper layer 

protocol, total length in decimal and header checksum in hexadecimal; the 

segment source port number in decimal and hence deduce the application 
layer protocol used and whether the capture relates to a request or to a 

response message:  

 

 00 22 fa 05 78 7c 04 b0 e7 f6 85 fb 08 00 45 40   
 01 68 20 fa 40 00 35 06 a1 11 6d ec 52 94 c0 a8   
 01 1c 00 15 c9 69 37 f0 38 46 be 0b 22 f1 50 18 

 

(1+1+2+1+1+2+2 marks) 
 

b) A UTM graduate has been told to configure a small branch office to provide 

internal and external network connectivity. The office consists of 6 clients (4 wired 

and 2 wireless laptops), 1 server with two Ethernet network adapters, 2 network 

printers, 1 wireless router, one 8-port Ethernet switch and 1 basic ADSL gateway. 

All the clients will be on dynamic IP addressing and there is need for content 

filtering on the Internet. Staff are not allowed to access certain external sites e.g. 

Facebook or download some specific content such as mp3 files. 

  The layout of the office is given below: 

[P.T.O] 
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Sketch a suitable physical network diagram for the office bearing in mind sound 

design principles. Your diagram should show how you would interconnect the 

devices present. You should mention specific system software, as well as the 

topology, the network class you will be using. You should describe how you would 

configure specific services, for example, Firewall and DHCP on the server. 

Additionally, you should give the sample network configuration, for the IP addressing 

scheme you have chosen, of one network printer; of the wireless router, of both 

network interfaces on the server and of the ADSL gateway.   

 

 (15 marks) 
 

 
 

***END OF EXAM PAPER*** 

B.Sc. (Hons.) Computer Science with Network 
Security

Cohort: BCNS/21A/FT

Examinations for 2023 / Semester 1 
 

MODULE: Communication & Networking Design & 
Management
MODULE CODE: CAN 2103C
Duration: 2½ Hours

Instructions to Candidates:

1. Attempt ALL FOUR QUESTIONS.

2. Questions carry equal marks.

3. Maximum marks achievable = 100

4. Silent calculators are allowed in the Examination Room.

5. Appendix is provided.

This question paper contains 4 questions and 5 pages.
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ATTEMPT ALL FOUR QUESTIONS 
 

 
QUESTION 1 (25 Marks)

a) Describe four (4) issues that are usually addressed in the Needs Analysis phase in 

the building-block approach to network design.

(4 marks)

b) Sketch a typical hybrid star-bus topology paying attention how the clients and 

switching hubs are connected.

(3 marks)

c)

i) What do you understand by MTTR?

ii) Calculate the annual downtime to the nearest hour if the availability of a  

network is 70%.

iii) Calculate the percentage reliability of a system which suffers on average 4
failures per year over 90 days.

(3+2+3 marks)

d) Differentiate between each of the following:

i) Packet-level and Application-level firewalls

ii) Incremental and Differential backup modes

(2+2 marks)

e) Using all of eight hard disks, sketch the array configuration that will provide 

maximum redundancy under each of RAID 0+1 and RAID 10 mode and show how 

stripes A, B, C, D, and E are written to each array. Give the total effective size of 

each array configuration if each hard disk has a size of 40 GB.
(6 marks)
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QUESTION 2 (25 Marks)

a) Consider the network layout below consisting of seven switches. SW1 has the lowest 

BridgeID and is the Root Bridge, while SW7 has the highest BridgeID in that order. 

All the switches use STP. Full links and dotted links have a path cost 4 and 19 as 

shown. Redraw the network diagram in your exam booklet and clearly:

i) Label all the root ports (RP), designated ports (DP) and blocking ports (BP)

ii) Give the final loop free topology with the blocked links removed.

(7.5 + 0.5 marks)

b) Consider the network topology below, consisting of three switches all operating in 

Store-N-Forward mode, and signal propagation speed is assumed to be 2x108 m/s. 

The switching delay is 1 ms per 100 bytes of data for all switches.

i) Calculate the one-way latency if 1500 byte is sent from Server A to Host D.

ii) Give the forwarding tables for each switch after the following four successive 

transmissions: Server A sends to Host D; Host D sends to Host B; Host C sends to 

Host D and Host C sends to Server A.

(8+9 marks)
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QUESTION 3 (25 Marks)

a) In respect to wireless LANs,  

i) Give one (1) advantage of using IEEE 802.11a over the other flavours.

ii) Give one (1) advantage of using IEEE 802.11g over the other flavours.

iii) Sketch two (2) common deployment modes for wireless LANs.

iv) Assume that you have a wireless access point that is using WEP; describe 

three (3) ways in which you could make your wireless network more secure.

(2+2+4+3 marks)

b) The ASN.1 specification language is an integral part of the OSI Reference Model 

architecture, and is used in some protocols on the Internet. ASN.1 data objects are 

encoded for transmission using the Basic Encoding Rules (BER). Give an example 

of a transmitted byte-stream by using the following module of data type declarations 

and its corresponding instances:

title ::= OCTET STRING, year ::= INTEGER, hit ::= BOOLEAN
{title, “Avatar”}, {year, 2009}, {hit, “1”}

(6 marks)

c) Give the format of a typical get message and a trap message under SNMPv1.

(8 marks)

Page 4 of 5
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QUESTION 4: (25 Marks)

a) Below is a capture of an Ethernet II frame which contains an IPv4 packet and a 

segment. Give the source MAC address in hexadecimal; the source IP address, 

the upper layer protocol, the TTL and the header checksum in decimal; the 

source port number in decimal and deduce the application layer protocol used:

5c87 9c99 4e9a 04b0 e7f6 85fb 0800 4550   
0044 add6 4000 ef06 460b 4260 9357 c0a8   
0122 0015 da1f 0822 422a

(7 marks)

b) A company occupies three floors of a building plus the basement. Each floor is 

occupied by one department and includes the office of one senior manager 

responsible for each department. About 30 PCs having internet access are expected 

to be deployed on each floor. The basement accommodates several server 

machines. A high proportion of traffic remains within a single department. Much of 

the rest is access to the servers, though there is some inter-departmental traffic. For 

security reasons the senior managers should be accessible via a firewall router. The 

private internal network used: 192.168.10.0 /24. The company has Internet 

connectivity via an ADSL link from an ISP with a single, static, public Internet 

address: 202.123.21.123.

Draw a full network diagram for the company and make sure you identify any network 
devices, transmission technology and media. You must give the IP, subnet mask
and gateway addresses for all devices and servers that you find pertinent to your 

design. You should show how a single public IP address can be shared among the 

whole staff and provide any special server configurations to. Give the network 

configuration for 1 staff PC and 1 senior manager PC from each department.  

(18 marks)

***END OF EXAMINATION PAPER***
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3. Each question carries 25 marks. 
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QUESTION 1: (25 MARKS) 
 
 
 
a) Sketch a typical hybrid star-ring topology paying attention to how the clients 

 and switching hubs are connected.                                                     
                                                                                                      (3 marks) 

 

b) With respect to an Enterprise Network, 

i. Describe briefly the two characteristics of such a network. 

ii. What are the two main goals of such a network? 

(2+1 marks) 
 

c) The Building Block Network Design involves three phases; the needs 

 analysis, the technology design and the cost assessment. Describe the 

 steps involved in the Technology Design phase. 
   (6 marks) 

                               

d) In terms of performance, assuming a network with an MTBF of 20,000 Hours 

 and MTTR of 30 days: 

i. Calculate the percentage availability of the network 

ii. Calculate the annual percentage reliability of such a network 

iii. Estimate the bandwidth between two hosts if the average ICMP request-

reply response time is 12 ms for a 128-byte ICMP packet and 22 ms for a 

1128-byte ICMP packet. 

                                                                    (2+2+3 marks) 
                      

e)  

i. List the features of the three most common types of backup modes, giving an   

advantage and a disadvantage of each. 

ii. Give three advantages of using a dedicated backup software. 
(6 marks) 
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QUESTION 2: (25 MARKS) 
 
 
a) Consider the network layout below consisting of seven switches (SW1 to SW7). 

You can assume that SW1 has the lowest BridgeID whilst SW7 has the highest 

BridgeID in the same order. All switches support STP. Cost for links and Port IDs 

are as shown below.  

     Redraw the network diagram in your exam booklet and clearly: 

i. Label the root bridge (RB), root (RP), designated (DP) & blocking (BP) ports. 

ii. Redraw the final loop-free topology with the blocked ports and links removed. 

 
(10+1 marks) 

 

b) Assuming that Host A to Host G are connected to SW1 to SW7 at Port 1 to Port 7 

respectively from the topology obtained in a(ii) above, give the forwarding tables 
for each of the seven switches after the following four successive transmissions:  

i. Host E sends to Host B;  

ii. Host G sends to Host E;  

iii. Host D sends to Host B; 

iv. Host B sends to Host D. 
(14 marks) 
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QUESTION 3: (25 MARKS) 
 
 
a) Consider a 1 Gbps Ethernet with a single Store-N-Forward switch mid-way in the 

path between two nodes A and B. Assume that there are no other nodes on the 

network and the distance between the two nodes is 2 kilometres. The propagation 

speed of the signal in the medium is 2 x108 m/s. Error detection at the switch 

introduces an average delay of 1 microsecond per 100 bytes of frame data. 

(Assume all other delays to be negligible.) 

 

i. What is the total transfer time (from the first bit sent by A to the last bit 

received by B) for a 1,200-byte frame?  

ii. Same as (i) but the switch now operates “cut-through” mode and can 

 retransmit the frame as soon as the first 960 bits have been buffered.   
(5+4 marks) 

 

b) The ASN.1 specification language is an integral part of the OSI Reference Model 

architecture, and is used in some protocols on the Internet. ASN.1 data object are 

encoded for transmission using the Basic Encoding Rules (BER). Give an 

example of a transmitted byte-stream in hexadecimal by using the following module 

of data type declarations and its corresponding instances: 

  

 ProductID: = OCTET STRING, Year: = INTEGER, Status: = BOOLEAN 

     {Player, “HP1102w”}, {year, 2023}, {Status, 1} 

(6 marks) 
 

c)  

i. Give the structures of typical SNMPv1 get and trap messages. 

ii. Which MODULE IDENTITY does this OBJECT ID belong to: 
1.3.6.1.2.1.7.11 

 

(8+2 marks) 
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QUESTION 4: (25 Marks) 
 
 
a) From the capture below: Give the datagram Destination IP address, upper layer 

protocol in decimal and header checksum in hexadecimal; the segment source 
port number in decimal and hence deduce the application layer protocol used; 

state whether this capture relates to a request or response message and finally 

decode the application message:  

 

 2c 7b a0 6f 84 bb 04 b0 e7 f6 85 fb 08 00 45 54   
 00 3a 83 38 40 00 38 06 3c e9 6d ec 52 94 c0 a8   
 01 20 00 15 e3 f0 85 62 2d 9b c6 8f d3 9a 50 18 
 00 e5 1a 3f 00 00 32 33 34 20 41 55 54 48 20 54 
 4c 53 20 4f 4b 2e 0d 0a 

 

(1+1+1+1+1+1+4 marks) 
 

b) A UTM graduate has been told to configure a small branch office to provide internal 

and external network connectivity. The office consists of 6 clients (4 wired and 2 

wireless laptops), 1 server with two Ethernet network adapters, 2 network printers, 

1 wireless router, one 8-port Ethernet switch and 1 basic ADSL gateway. All the 

clients are on dynamic IP addressing and there is need for Internet content filtering. 

Staff are not allowed to access certain external sites e.g. Facebook or download 

some specific content such as mp3 files. The layout of the office is given below: 

 

 

 

 

 

 

 

 

 

 

 

[P.T.O] 
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Sketch a suitable physical network diagram for the office bearing in mind sound design 

principles. Your diagram should show how you would interconnect the devices 

present. You should mention specific system software, as well as the topology, the 

network class you will be using. You should describe how you would configure specific 

services, for example, Firewall and DHCP on the server. Additionally, you should give 

the sample network configuration, for the IP addressing scheme you have chosen, of 

one network printer; of the wireless router, of both network interfaces on the server 

and of the ADSL gateway.   

 

 (15 marks) 
 

 
 

***END OF EXAM PAPER*** 

Master Page 91 of 96



Page 1 of 6 

                                                                                          

 
BSc (Hons) Computer Science with Network 

Security 
 

BCNS/23A/FT1 - BCNS/23A/FT2 - BCNS/21B/PT   
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MODULE: NETWORKING – DESIGN & MANAGEMENT 
MODULE CODE: BCNS 3105C / BCNS 3205C 
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Instructions to Candidates: 

 

1. ATTEMPT ALL FOUR questions. 
2. Start your answer to each question on a fresh page. 

3. Questions DO NOT carry equal marks. 

4. Maximum marks achievable: 100 

5. Silent calculators are allowed in the Examination Room. 

6. 3-Page Appendix is provided. 

 
This question paper contains 4 questions and 6 pages. 
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QUESTION 1: (22 MARKS) 
 
 
 
a) Sketch a typical hybrid star-bus topology paying attention to how the clients 

 and switching hubs are connected.                                                     
                                                                                                      (3 marks) 

 

b) The Building Block Approach Model involves three phases; Needs Analysis, 

Technology design and Cost Assessment. Describe the steps involved in the 
Technology Design phase. 

  (6 marks) 
                               

c) In terms of performance, assume a network with an MTBF of 50,000 Hours 

and an MTTR of 7 days: 

i. Calculate the percentage availability of the network 

ii. Calculate the annual percentage reliability of such a network 

iii. Estimate the bandwidth between two hosts if the average ICMP request-

reply response time is 8 ms for a 256-byte ICMP packet and 24 ms for a 

1024-byte ICMP packet. 

                                                                    (2+3+2 marks) 
                                  
d) Using eight hard disk drives of capacity of 100GB each and showing how five 

stripes A to E are to be written, sketch the layout which will provide maximum 
redundancy and give the effective size under each of the array configuration:    

i. RAID 10; 

ii. RAID 0+1. 

(6 marks) 
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QUESTION 2: (32 MARKS) 
 
 
a) Consider the network layout below consisting of six STP switches (SW1 to SW6).  

 

Please Turn Over 
Page 4 of 6 

Redraw the network diagram, ignoring hosts A to F, and clearly: 

i. Label the root bridge (RB), root (RP), designated (DP) & blocking (BP) ports. 

ii. Redraw the final loop-free topology with the blocked links removed. 

(10+1 marks) 
 
b) Hosts A to F are connected to SW1 to SW6 at Port 1 to Port 6 respectively from 

the topology obtained in a(ii) above, give the forwarding tables for each of the 
six switches after the following four successive transmissions:  

 

i. Host E sends a frame to Host B;  

ii. Host F sends a frame to Host E;  

iii. Host D sends a frame to Host B; 

iv. Host B sends a frame to Host D. 
(12 marks) 

 
c) Assume that all the switches operate in Store-N-Forward mode. The propagation 

speed of the signal in the medium is 2x108 m/s. Error detection at each switch 

introduces an average delay of 1 microsecond per 500 bytes of frame data. 

(Assume all other delays to be negligible.) 
 

i. What is the total latency from the first bit sent by Host A to the last bit received 

by Host C for a 1,500-byte frame?  

ii. Same as c(i) above but assume that SW4, SW5 and SW6 operate in “cut-
through” mode and can retransmit the frame as soon as the first 600 bits have 

been buffered. What is the new total latency for the same transfer?   
(6+3 marks) 
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QUESTION 3: (16 MARKS) 
 
a) The ASN.1 specification language is an integral part of the OSI Reference Model 

architecture, and is used in some protocols on the Internet. ASN.1 data object are 

encoded for transmission using the Basic Encoding Rules (BER). Give the 

hexadecimal encoded byte-stream by using the following data type declarations 

and its corresponding instances: 
  

  Device: = OCTET STRING, Year: = INTEGER, OID: = OBJECT IDENTIFIER 

  {Device, “Switch”}, {year, 2025}, {OID, 1.3.6.1.2.1.1.3} 

(6 marks) 
 
b)  

i. Give the structures of typical SNMPv1 get and trap messages. 

ii. Which MODULE IDENTITY does this OBJECT ID belong to: 
1.3.6.1.2.1.1.3 

 

(8+2 marks) 
 
QUESTION 4: (30 Marks) 
 
 
a) From the capture below: extract the source MAC address; the destination IP 

address, the datagram upper layer protocol and total length in decimal; the 

segment destination port number and length in decimal and hence deduce the 

application layer protocol used; state whether this capture relates to a request 
or response message:  

 

 2c 7b a0 6f 84 bb 9e 55 eb 96 e8 f0 08 00 45 00   
 00 45 de fc 40 00 40 11 d8 20 c0 a8 01 1f c0 a8   
 01 1b 9e 38 00 a1 00 31 3d 46 30 27 02 01 01 04 
 06 70 75 62 6c 69 63 a1 1a 02 04 7d 75 bd 46 02 
 01 00 02 01 00 30 0c 30 0a 06 06 2b 06 01 02 01 

 

(1+1+1+1+1+2+2+1 marks) 
Please Turn Over 
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b) A company has recently subscribed for a 100 Mbps SDSL connection from its ISP 

and has been allocated a single public IP 202.123.21.121. 

 

 You are required to design and configure a network for the company which 

shall consists of 6 internal subnets (each with Internet connectivity).  

 5 of the 6 subnets are assumed to have 25 wired PC, one file server, one 
internal web server and one network printer.  

 One of the 6 subnets shall have an Access Point with 28 laptops connected 

to it. 

 You are expected to use a Class C internal network: 192.168.31.0  

 Finally, all 6 subnets should make use of dynamic IP addressing.    

 

Draw the network layout and giving network configuration about: 
 

 Any pertinent additional devices or servers that may be required. 

 Give the IP address, Subnet mask and Gateway address of one host and one 

printer from each of the 5 wired subnets and one host from the wireless subnet. 

 You have to mention the internal subnet mask used to achieve the network 

requirements above. 

 For minimum security, you are expected to make use of a Proxy Server or 

Firewall in the network. 

 

(20 marks) 
 

 
 
 
 
 

***END OF EXAM PAPER*** 
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Object Identifier Tree

ASN.1 Universal Tag Type 

 Tag Value Type

1 Boolean
2 Integer
3 Bit String
4 Octet String
5 Null
6 Object Identifier
9 Real
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IPv4 (RFC 791) Datagram format

TCP (RFC 793) Segment format

Ethernet II frame format
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ASCII Character Set 

High Order Bits 
0000 0001 0010 0011 0100 0101 0110 0111 Low 

Order 
Bits 

0 1 2 3 4 5 6 7 

0000 0 NUL DLE Space 0 @ P ` p 

0001 1 SOH DC1 ! 1 A Q a q 
0010 2 STX DC2 “ 2 B R b r 

0011 3 ETX DC3 # 3 C S c s 
0100 4 EOT DC4 $ 4 D T d t 

0101 5 ENQ NAK % 5 E U e u 
0110 6 ACK SYN & 6 F V f v 

0111 7 BEL ETB ‘ 7 G W g w 
1000 8 BS CAN ( 8 H X h x 
1001 9 HT EM ) 9 I Y i y 

1010 A LF SUB * : J Z j z 
1011 B VT ESC + ; K [ k { 

1100 C FF FS , < L \ l | 
1101 D CR GS - = M ] m } 

1110 E SO RS . > N ^ n ~ 
1111 F SI US / ? O _ o DEL
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